AJMHUHUCTPAILIUS
KAMBIIIIJIOBCKOI'O MYHUIUIIAJIBHOI' O PAVIOHA
CBEP/I/TIOBCKOMH OBJIACTHU

IIOCTAHOBJ/IEHHUE

ot 22.09.2023 r. Ne 537-TTA
r. Kameinmios

OO0 yTBepxaeHnH MeToANYECKOro PyKOBO/CTBA
110 OPraHu3aly TeXHUYECKHX MepONpUsTHH, HallpaB/IeHHBIX HA NIPOBe/eHNe
CTY)KeOHBIX MPOBEPOK MPU BO3HUKHOBEHHU KOMITBIOTEPHBIX HHI[UAEHTOB

Bo wucrionHenve mnyHKTa 2.5 pacropsbkeHusi ['ybepHatopa CBep/ioBCKOM
obmactu ot 07 ampens 2023 roma Ne 86-PI" «O6 wrorax 3acegaHust
KoopauHallMoHHOTO COBelllaHKsI TI0 obecrieyeHUI0 TpaBoriopsiika B CBep/I0BCKOMN
obmactu ot 14 maprta 2023 roza IO BOIPOCY O COCTOSTHHUM 3allUII[eHHOCTH
MH(OPMAILIMOHHOW WH(MPACTPYKTYPhl UCIOJHUTENBHBIX OPraHOB T'OCYJapCTBEHHOU
Bractu  CBepJioBCKOM 06jacT ¥ OpPraHOB  MECTHOTO  CaMOYITPABJ/I€HHS
MYHULIATIAIBHBIX 00pa30BaHUM, pacrooKeHHBIX Ha Tepputopun CBep//I0BCKOM
o0/1acTH, a TakKe TI0/[Be/JOMCTBEHHbIX UM YUpeXAeHUN 1 TPUHUMAeMbIX Mepax T10
NpeAyNpexXJIeHU0 MNPeCcTYIVIeHWM C TIpUMEHeHWeM COBPEMEHHBIX CpeJICTB
KOMMYHUKALIMOHHOW  CBSI3W», PYKOBOJCTBYSICb cTaTbsiMu 5, 30 YcraBa
KaMBbIIIJIOBCKOrO MYHUIMIIANIBHOTO pakioHa, AJMUHUCTpaLus KaMbIIIIOBCKOTO
MYHULMITA/IBHOTO palioHa
ITIOCTAHOBJIAET:

1. YTBepaute MeToguueckoe PYKOBOZACTBO MO OpraHM3aliUi TeXHUYeCKUX
MEpDOTIPUSTUN, HarpaB/AeHHbIX Ha TMpOBefieHWe C/Iy)KeOHbIX TIPOBEPOK TIpU
BO3HUMKHOBEHHH KOMITbIOTEPHBIX MHLIUEHTOB (MIPU/IaraeTcs).

2. Orgeny Je/oONpOW3BO/ICTBA, MYHHUI[UIANIBHOM CAy>)KObI ¥ KOHTPOJIS
aaMuHUCcTpaumu  KambioBckoro myHununaabHoro parioHa (C.JI. TarublieB)
HacTosilllee MOCTAaHOB/JIEHUE pa3MeCcTUTb Ha O(UIMAJBbHOM CauTe aJMHUHUCTPALIUU

KaMbI111710BCKOT0 MYHULIATIATBHOTO paiioHa B MH($OpPMaLMOHHO-
TeIleKOMMYHUKAaLIMOHHOM ceTh «VIHTepHeT» 10 azpecy: https://kamyshlovsky-
region.ru.

3. KOHTpO/Ib 3a BBINO/JIHEHWEM HACTOSIIETO0 MOCTAHOB/EHUs BO3JIOKUTh Ha
YIPaBJISIFOLIETO IejlaMUA aAMUHUCTPali KambIlIOBCKOTO MYHULIMMNAIBHOTO paliOHa
C.JI. TarusbLieBa.

['naBa agMuHMCTpaLIUU
KaMmbIl1/I0BCKOTO MYHULIMMAIBHOTO paliOHa O.A. MakapsiH

YN CO «K-Ypanbckas Tunorpacusi». 3aka3 Ne 4446. Tupax 1000



YTBEPXJIEHO

TOCTaHOBJ/IEHWEM a/IMUHUCTPAI[UU
KaMBblII1/10BCKOTO MYHUIIMMATBHOTO
parioHa

ot 22.09.2023 r. Ne 537-ITA

MeTtoauueckoe pyKOBO/CTBO
10 OpPraHU3aLuv TeXHUYECKUX MepOTPUSITHH,
HarpaB/eHHbIX Ha TIPOBe/ieHNe CTyKeOHbIX TTPOBEPOK IPU BO3HUKHOBEHUU

KOMIIbKOTE€PHBIX HHIIUAEHTOB

2023 r.
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1. BBEAEHUE

Hacrosmee Metoguyeckoe pyKOBOACTBO TII0 OpraHu3alid TeXHUYeCKUX
MEpOTIpUSITUM, HarpaB/ieHHbIX Ha T[pOBeJieHWe CAy)KeOHbIX TIPOBEPOK  IpH
BO3HUKHOBEHHMH KOMITBIOTEPHBIX MHLIMJEHTOB (fanee - MeToguueckoe pyKOBOZCTBO),
pa3paboTaHo il  aAMUHHUCTpAlMM KaMbIIIIJIOBCKOTO MYHHUIUTA/JBHOTO — paiioHa
Ceep/1/10BCKO# 00acTH, (ganee - A MAHACTPAIHS).

MeToauueckoe PYKOBO/ZCTBO OIpe/iesisieT MOpsiIoK 0OHapyKeHusi, perucTpaiyu,
K/accudurKalyy, oLeHKU yiepba, pearMpoBaHUsi U aHajM3a MPUUYUH KOMITbIOTEPHBIX
VIHLIU/IEHTOB.

HNanHoe MeToueckoe pYKOBOJCTBO pa3paboTaHO B COOTBETCTBUU CO
CleayrIUMA JOKYMEHTaMU:

- @enepanbHbIv 3aKOH OT 27 utonsgs 2006 roga Ne 152-P3 «O mnepcoHanbHBIX
AaHHBIX» ;

- ®enepanbHbIid 3akoH OT 27 mtonsg 2006 roma Ne 149-d3 «O6 wHopmarym,
VH(OPMAaLMOHHBIX TEXHOJIOTHSIX U O 3allyTe UH(OPMAaLUN»;

- 'OCT P 59709 - 2022 3amuTa nHpOpMaLMU. YTpaB/ieHHe KOMITbIOTEPHBIMU
VHLIUleHTaMuy. TepMUHBI U Onpe/ie/ieHus;

- 'OCT P 59710 - 2022 3amura uHpoOpMaLuu. YTpaBieHre KOMITbIOTEPHBIMU
uHIuAeHTaMu. OO11Me MooKeH!s;

- 'OCT P 59711 - 2022 3auurta uH(popMalyu. YTpaBieHUe KOMITbIOTEDHbIMU
VHLIUeHTaMu. PyKOBOZCTBO MO pearupoBaHUI0 Ha KOMITbIOTEPHbIE UHLIUIEHTHI;

- 'OCT P 59712 - 2022 3auura uH(popMalyy. YTpaBieHUe KOMITbIOTEPHbBIMU
vHUUAeHTamy. OpraHu3auys JesiTeJIbHOCTA 10  YNPaBA€HUI0 KOMIIbIOTEPHBIMU
VHLIUIEHTaMU;

- [ToctranoBnenue ITpaBuTtenscTBa CBepaioBckoii obactu ot 01 urosst 2021 roza
Ne 383-I1IT «O MunucTepcTBe LM(hPOBOTO pa3BUTHs U CBsizu CBep/IOBCKOM 00/1aCcTi»;

- KoHLjenuus TexHM4eCcKou 3aluThl HHpOpMaLuu Ha TeppuToprur CBepAJIOBCKOU
obmactu Ne 01-01-41/58, ytBepxaeHHass ['ybepHaropom CBep/ioBCKOM 00siacTH
ot 08 cenTsiopst 2021 rofga;

- Mertoauueckuii AoKymMeHT. PyKOBOACTBO TI0 OpraHu3aluu Ipoijecca
yrpaB/ieHUs] YSA3BUMOCTSIMU B opraHe (opranusauuu). YTBepxzaeH ®CTOK Poccum
17 mas 2023 ropa.

[TonoxxkeHust MeTo[MUeCKOTO PYKOBO/CTBA 00si3aTe/IbHBI /I/Is1 BCeX COTPYAHUKOB,
VMeRLUX JOCTYIl K IIpOrpaMMHBIM U IIpOrpaMMHO-alIapaTHbIM  CpejCcTBam
aJMUHUCTPALIUY, UH(POPMALIMOHHBIM  CUCTeMaM W  pecypcaM, 3alllyiljaeMoi
uHpopmaLi. Bce cOTpyAHUKM aMUHUCTPALMU 00s13aHbI 03HAKOMUTBCS TIO/, POCITUCH
C TIONOXKeHUsIMH JJaHHOTO MeToAuueckoro pyKOBOACTBA [0 Hauanda 06paboTku
VMH(pOpMaLMK C MCIOJb30BaHKWEeM MPOTrPaMMHBIX M MPOTrpaMMHO-aIapaTHbIX CPeJCTB
aIMVHUCTPALUH.

Lenb v 3agaun MeToAueCcKOro pykoBO/ICTBa:

- CO3[laHWe YC/IOBUM JJig OCYIeCTB/IEHUSI CBOEBPEMEHHOT0 OOHapy)XeHUs u
OrepaTUBHOIO pearpoBaHUs Ha WHIUAEHTbl UH(POPMAI[MOHHOM 6e30MacHOCTU, B TOM
YyuCJjie UX 3aKpbITHS;



- TpefioTBpallleHve W (W) CHWKeHWe HeraTMBHOIO BJIMSIHUS WHIIU/IEHTOB
uHpOpPMaLIMOHHOM 0e30MacHOCTH Ha BBLITIOJIHEHHE TEeXHOJOTUYeCKUX TIPOLieCcCOoB
06paboTky nHbOpMaIuK, NHHOPMALIMOHHBIE CUCTEMBI U PeCYPCHI;

- OmnepaTWBHOE COBEpIIeHCTBOBAHWE CHCTeMbl 3alllUThl UH(POpPMAlUU B
aZIMUHUCTPALIUH.

2. TEPMUHBI U COKPAIIEHUA

VicrionHUTe/IbHBINM OpraH rocyapcTBeHHOM BracT CBepzyioBCKOM 00/1acTH,
OCYILIeCTB/ISIFOLLUM TOJTHOMOYMS TI0 BOIIPOCAaM TeXHWUECKOU 3all[uThl UH(GOPMalLUU.

MuHrcTepcTBO 1[M(POBOro pa3BuTHs U CBsA3u CBepA/ioBCKOW obnactu (manee -
MUHUCTEpPCTRO).

VHuygenT wHbOpMaMoHHON Oe3omacHOCTH; WHIOUAEeHT MB: HenpeaBueHHOe
WM He)KejaTelbHOe coObITHe (Tpymma coObituii) MB, KoTopoe mipuBeno (MOKeT
TpUBeCTH) K HapylleHuto GYHKIIMOHUPOBaHUS WHGMOPMAIJMOHHOTO pecypca W/u
BO3HHMKHOBEHHIO yTpo3 0e30MmacHOCTH WH(OPMAaI|K, WK HapyllleHHo TpeboBaHUH 110
3alMTe MH(OPMAaL1K.

KomnbroTepHbli  MHLUAEHT: (PakT HapyileHus W (WIM) [OpeKpaljeHus
(OYHKIIMOHMPOBaHUs UH(GOPMAIMOHHOIO pecypca, CeTH 3JIeKTPOCBSI3H, WCIO0/Ib3yeMOU
JI7IsT OpraHu3aluM B3auMo/leicTBUsSI MH(OPMaI[MOHHBIX PeCcypCoB, U (W/IK) HapyllleHus
6e3omacHocTh 0oOpabaThiBaeMOM B WHGMOPMAIJMOHHOM pecypce HWHGMOPMAI[UH, B TOM
yuCJ/ie TIPOU3O0IIE NN B pe3y/ibTaTe KOMIIbIOTEPHOU aTaKy.

KapTouka KOMIBIOTEDHOTO WHIUAEHTA: [JOKYMEHT YCTaHOBJIEHHOM (OpMBI,
ripefiHa3HaYeHHbIN J7151 (POpPMasiM30BaHHOIO OMMCaHUsI KOMITbIOTEPHBIX UHIUAEHTOB.

Tun  KOMIBIOTEPHOTO  WHIUAEHTa:  KJacCU(UKALUs  Pa3HOBUIHOCTEU
KOMITbIOTEPHBIX UHLUJEHTOB.

KomnbroTepHasi aTtaka: Lie/ieHarpaBJeHHOe BO3ZeMCTBUE MPOrPAMMHBIX U (WIN)
TIpOrpaMMHO-arapaTHbIX CPeZiCTB Ha MH(GOPMAaLIMOHHBIM pecypc B 1ie/iIX HapyIlleHus: U
(M) TpeKpaileHust ero PyHKIMOHUPOBAaHUS U (U/IM) CO3/jaHUsI yTPo3bl 6€30MacHOCTH
obpabaTbiBaeMoOii TaKUM peCypCcoM WH(POPMaLIWH.

VICTOUHUK KOMIIBIOTEpHON aTaku: JUI0 (WM WHUIMHUPYeMbI MM MpoIecc),
npoBoJgsiiee (MPOBOASILIUIA) aTaKy.

TakTuka (TIpoBefieHHsI KOMIIbIOTEPHOW aTakKW): COBOKYIHOCTb TPUEMOB W
CTIoco60B ZIENUCTBHM, UCTIOB3YEMBIX /1JIs1 IPOBeAeHUsI KOMITbIOTEPHOU aTaKHy.

TexHuka (TpOBeJeHHs] KOMITBIOTEDHOM araku): COBOKYITHOCTb M MOPSI0K
JIeWCTBUM, WCIIONMb3yeMbIX [Jisi TPOBENEHUSI KOMIBbIOTEDHOW aTakhd B paMKax
COOTBETCTBYIOIIUX TaKTHUK.

Tun KOMIBIOTEPHOM aTaKu: KaacCU(UKaLWs pa3sHOBUIHOCTEN KOMITbIOTEPHBIX
aTak.

3. CTPYKTYPA METOJNYECKOI'O PYKOBOZICTBA

Hacrosiee MeTorueckoe pyKOBO/CTBO OMpeesisieT COAepyKaHue Tpex CTaJuu
yrpaB/ieHusi KOMITBIOTePHbIMA ~ WHLIWJIeHTaMM, KOTOpble BK/HOYAlOT B  cebs
COOTBETCTBYIOLLIE 3Tarbl:

1. OO6Hapy)XeHUe U perucTpaLysi KOMIbIOTePHbIX UHL[UEHTOB:



- perucrpaiusi TIPU3HAaKOB BO3MOKHOTO BO3HUKHOBEHHUSI KOMIIbIOTEPHBIX
VIHIIW/I€HTOB,;

- TIOATBEP>K/IeH e KOMITbIOTePHBIX UHI[U/IEHTOB;

2. PearvpoBaHue Ha KOMITbIOTEPHbIE UHIU/EHTHI:

- ompejiejieHMe BOBJIEUEHHbIX B KOMIIbIOTEDHBIM HWHIIWJEHT 3/IEeMEHTOB
MH(pOpMaIMOHHOW UH(GPaCTPYKTYPBI;

- JIOKa/IM3alys KOMIbIOTEPHOTO UHLU/EHTA;

- BbIsSIBJIEHUE MOC/IeICTBUM KOMITbIOTEDHOTO MHLU/EHTa;

- IMKBUZALMS TIOC/Ie[ICTBUM KOMITbIOTEPHOI'O MUHLIU/IEHTa;

- 3aKpPbITUE KOMIbIOTEPHOTO UHLU/IEHTA;

- (QuKcauus MaTepuasoB, CBSI3aHHBIX C BO3HMKHOBEHHEM KOMITbIOTEPHOTO
VIHLIA/I€HTa;

- yCTaHOBJ/iIeHHWe TIpUYMH W YCAOBUM BO3HMKHOBEHHS KOMITbIOTEDPHOTO
VHIIW/IeHTa;

3. AHamu3 pe3y/lbTaTOB /[esATeTbHOCTU TI0 YIIpaB/eHHI0 KOMITbIOTePHBIMU
VHI[A/JIeHTaMU:

- 1puoOpeTeHHe W HAKOIUIEHWe OIbITa TI0 pe3yJbTaTaM yIIPaB/IeHUs
KOMITbIOTEPHBIMU UHIIW/I€HTaMU;

- pa3paboTka peKOMeHalii T0 YCTpPaHeHHI0 B WH(OPMAI[MOHHBLIX pecypcax
TIPUYMH U YCJIOBUM BO3HUKHOBEHUSI KOMIbIOTEPHBIX MHI[U/EHTOB;

- OLIeHKa pe3y/bTaTOB M 3((PEeKTHBHOCTM pearvupoBaHUsi Ha KOMIIbIOTEPHbIe
VHLIA/JI€HTHI.

4. OBHAPYXXEHUWE 1 PETUCTPALIMA KOMITBFOTEPHBIX MHIINJEHTOB
4.1. O611Me TO0XKeHUs

HesiTe/IbHOCTh TI0O OOHAPY)KEHHI0 U PervcTpaljii KOMIBIOTEPHBIX WHIIU/I€HTOB
OCHOBBIBAeTCSI Ha pe3y/bTaTax IMPOBOAUMOTO B aJMUHMUCTpPAllMd MOHHUTOPUHTA
vHpOpMallMOHHOM 6e30macHOCTH, B paMKax KOTOpPOTO OCYIIeCTB/sieTcss cOop
vHbOpMaIK 0 COOBITHSX 6e30MaCHOCTH U UHBIX JJAHHBIX MOHUTOPUHTA W3 Pa3/IMUHbIX
VCTOYHUKOB.

Crazusi «0OHapy>KeHWe W PerucTpanysi KOMITbIOTePHBIX WHI[UZIEHTOB» BK/IIOUAeT
B Ce0s1 cieyrolre ITarbl:

- perucrpaiusi TIPU3HAaKOB BO3MO)KHOTO BO3HUKHOBEHHUSI KOMIIbIOTEPHBIX
VIHLIA/I€HTOB;

- IOATBEP>K/IeHe KOMITbIOTePHBIX UHIUEHTOB.

4.2. PerucTpauys rnpr3HaKOB BO3MOXKHOTO BO3HUKHOBEHUST KOMITbIOTEPHBIX

VHLIA/JIEHTOB

Peructpaisi MNpy3HAKOB  BO3MOKHOTO  BO3HHMKHOBEHMSI  KOMITbIOTEPHbIX
VHI[UIEHTOB MOXXeT OCYI[eCTBASThCS KaK aBTOMAaTU3UPOBaHHBIM criocobom (c
WICII0/Tb30BaHHEM CpeZICTBA YIPaB/IeHUSI COOBITUSIMU MH(POPMAIJMOHHON 0€301acHOCTH)
Ha OCHOBe TIpaBW/l PpEerucTpaluy TMPU3HAKOB BO3MOKHOTO  BO3HHWKHOBEHMS
KOMITBIOTEDHBIX ~ WHLIWJIEHTOB, TaK W  HeaBTOMAaTU3UPOBAaHHbIM  CrIoCO6oM
(cmeLmanvcTaMyd MOApa3fesieHrs, OTBETCTBEHHOIO 3a yrpaB/ieHWe KOMIbIOTePHBIMU
WHI[UIeHTaMy, TIpM CaMOCTOSITeJIbHOM aHanu3e coObiTHii Ge3omacHOCTH B XOfe



MOHUTOpPHHIa WM TPU TI0JIyYeHUM COOTBETCTBYHOIIeM MH(OpMalid OT COTPYAHUKOB
aIMAHUCTPALUN).

Wudbopmariys 06 uHipaeHTax B MoKeT MOCTyTaTh Mo CeyIOIMM KaHa/laM:

- )KypHaJIbl PeTUCTPAl[iH CETEBOTO U MEXKCETEBOTO 000PY/[0BaHMUS;

- )KypHaJIbl peTUCTpaI[iK 00I1leCHCTEMHOTO ITPOrPaMMHOT0 00ecTieueHus;

- )KypHaJibl CUCTeM yTipaBJieHusi 6a3aMu JaHHbIX;

- )KypHaJIbl perucTpalii UHPPaCcTPyKTYPHOTO TIPOrpaMMHOT0 0becrieueHus;

- )KypHaJibl perucTpaliiuy MPUK/IaJHOTr0 MporpaMMHOro obecrieueHus;

- )KypHaJibl CPe/JCTB 3allUThl UH(POPMALIUH;

- OTOBeLLeHUs] aHTUBUPYCHBIX TTOACUCTEM;

- OTIOBelL[eHUs TIOJICUCTeM 0OHapy>KeHHsI aTak;

- OTOBeLLeHUs APYTUX NOACUCTEM aJMUHUCTPALIVY;

- wuHdopmalys, TosiyyaeMass OT COTPYAHUKOB aJMWHHCTPALIUMA TI0 JIFOOBIM
KaHasiaM CBsi3u (TesiedOH, 3/1eKTPOHHAs M0UTa, pe4eBOM KaHasl, Jp.).

[ToacrucTemMa MOHHTOPWHTAa O CoObITHAX WB BKMoyaeT B cebsi >KypHasbl
MPOrpaMMHBIX U TIPOrPaMMHO-aNmapaTHbIX CpPeJCTB, Tepeurc/ieHHbIX Bbilie. Cpok
xpaHeHus1 cobbITvii IB fo/bKeH ObITH He MeHee 3 MecslleB, eC/TM UHOe He YCTaHOBJIEHO
TpeOOBaHUSIMH 3aKOHO/jaTe/IbcTBa Poccuiickoii @eseparium.

[Tepeuenr TUIIOB CoObITHMI B, moA/eXamux pervcTpaniy TpUBeeH B
[IpunoxkeHuu 2 K HacTosieMy MeToauueCKOMy PYKOBO/ICTBY.

4.2.1. Peructpauus 1pru3HakoB BO3MOKHOI'O BO3SHUKHOBEHUS KOMITbIHOTEPHBIX
WHI[M/IEHTOB aBTOMAaTH3UPOBAaHHBIM CTIOCOOOM

Pernctpaupsi NpPU3HAKOB  BO3MOXXHOTO  BO3HUKHOBEHHS  KOMITbIOTE@PHBIX
VHI[UIEHTOB aBTOMATH3UPOBAaHHBIM CIIOCOOOM OCYIIeCTB/ISIETCS C MCIOb30BaHUEM
cpeAcTBa yrpaBiieHUs COObITMSMM WHGOpPMalMOHHOW 6e3omacHocTH (TIpU Ha/TAYUH
TaKOBOTO, MPU OTCYTCTBUU C WCIIO/b30BaHWEM Cpe/CTB 3alllUThl WMH(OpPMALUM U
JKypHasioB 0e30I1aCHOCTA TIPOTPaMMHBIX W TIPOTpaMMHO-aIlIapaTHBIX CpeJCTB) Ha
OCHOBe TpaBUJI PErUCTPaLi MPU3HAKOB BO3MOKHOI'O BO3HMKHOBEHUSI KOMITbIOTEPHBIX
VHLIU/IEHTOB.

[IpaBu/a permcTpauyu NpU3HAKOB BO3MOXXHOTO BO3HMKHOBEHHS KOMITbFOTEPHBIX
WHLMJEHTOB [O/DKHBI TTO3BOJISAITh PeajiM30BaThb OJWH WM COBOKYITHOCTb C/IEAYROL[HAX
MEeTOJOB aHa/v3a, HalpaB/JeHHbIX Ha BbISIBJIEHWE TPUYUHHO-CIeCTBEHHOW CBSI3U
MeXy COOBITHAMI 0e301TaCHOCTU Y MHBIMU JAHHBIMHA MOHUTOPHHTA:

- CUTHaTypHbIe MeTO/ibl, OCHOBaHHbIE Ha COIOCTAaB/IeHUN KOHKPETHbBIX MPU3HAKOB
Y YC/IOBUM B3aUMOCBsI3eli COOBITHI 6e301aCHOCTU Y UHBIX JJaHHBIX MOHHUTOPHHTA;

- beccurHaTypHble MeTO/Ibl, OCHOBaHHbIE Ha BBISIBJIEHUM CTaTUCTUYECKOW W WHOU
3aBUCUMOCTH MeXIy COOBITHSIMHM 0e30MacHOCTH YW WHBIMHM JAaHHBIMH MOHWTOPHWHTA, U
dhopmupoBaHuy Npoduiert GyHKIMOHUPOBAaHUS UH(POPMALIMOHHBIX PECYDCOB.

CurHaTypHble MeTOZbl aHa/M3a BK/IKOUAKOT TpaBWa PErMCTpalyy TPHU3HAKOB
BO3MOJKHOTO BO3HMKHOBEHMS] KOMIBIOTEPHBIX WHLMAEHTOB, CO3[aHUE W HACTPOMKY
KOTOPBIX OCYLLeCTBJISIET CIIeLiUa/MCT To/pas/e/eHrs, OTBETCTBEHHOr0 3a yIlpaBJieHHUe
KOMIIbIOTEPHBIMU UHL[A/J€HTaMM.



BeccurHatypHble MeTOAbl aHaAM3a peanu3ylTCs pa3padOTUMKOM CpeZicTBa
yTrpaB/ieHus: COOBITUAMUA HH(OPMAIIMOHHOW 6e30macHOCTH B TPOrPaMMHOM  Kofie
CpeJCTBa, aJTOPUTMbI KOTOPBIX He MOTYT OBITb W3MeHeHbl CIeUaJHuCTOM
ro/paszeseHys, OTBETCTBEHHOIO 3a yIpaB/ieHUue KOMITbIOTePHbIMU UHLIUAEHTaMHU.

PelieHve 0 HanMuuy WM OTCYTCTBUM MPU3HAKa BO3MOXXHOTO BO3HWKHOBEHUS
KOMIIbIOTEPHOI'0 MHLUEHTa PUHUMAEeTCs Ha OCHOBE MPaBUJ/I PeruCTpaLyy IPU3HAKOB
BO3MOXXHOT'O BO3HUKHOBEHUSI KOMITBIOTEPHBIX UHLIUJEHTOB.

4.2.2. Peructpanus Npru3HaKOB BO3MOKHOTO BO3HUKHOBEHUS KOMITbIOTEPHBIX
VHI[U/IEHTOB HeaBTOMAaTH3UPOBAHHBIM CIOCOO0M

Perncrtpaumsi NpPU3HAKOB  BO3MOXXHOTO  BO3HUKHOBEHHS  KOMITbHOTE@DHBIX
VHI[UIEHTOB HeaBTOMAaTU3WPOBAaHHBIM CIMIOCOOOM  OCYII[eCTB/SIeTCS CrelalTucTaMu
roJipas/ie/ieHysi, OTBEeTCTBEHHOI'O 3a YIpaB/ieHHue KOMITbIOTePHbIMU MHLIWJEHTaMU, [PU
CaMOCTOSITeJILHOM aHa/ii3e COObITHM 06e301acHOCTH B XOJle MOHUTOPHHTA WIH TIpU
MOyUYeHUH COOTBETCTBYHOIeM WHMOpMAalMM OT COTPYJHUKOB aJMHAHUCTPALUU.
HeaBTOMaTM3upOBaHHasi perucTpalusi TPU3HAKOB BO3MOKHOIO BO3HUKHOBEHMS
KOMITbIOTEPHBIX WMHLMEHTOB OCYILECTB/IIeTCS B CPeJCTBe yIpaB/ieHUs UHLWJeHTaMu
IyTeM BHECEeHUs1 B KapTOUKY IpPH3HaKa BO3MOXXHOTO BO3HUKHOBEHUSI KOMIIbIOTEPHOTO
WHI[UIeHTa HeoOXxoauMoi uHMopMalmu (MMPH OTCYTCTBUW CpeZCTBA yIIpaB/IeHMUS
vHIYAeHTamMy B JKypHas peructpanuu uHiyaeHtos Ub, I1puiokenve 1 K HacTosiiemMy
MeToiueCKOMy PYKOBO/CTBY).

4.3. IloaTBepskaeHre KOMITbIOTEPHBIX UHL[AIEHTOB

[TogTBep)KaeHWEe KOMITBIOTEDHOTO MHLMJEHTa OCYLIeCTBJIseTCsl B XOJe
TPOBEeJeHNs] IPOBEPKU 3aperMCTPUPOBAHHOIO TMPH3HAKA BO3MOKHOTO BO3HUKHOBEHUS
KOMIIbIOTEPHOT'0 UHLU/EHTA.

Takasi mMpoBepka TMPOBOJUTCA  CIeLMATIMUCTaMHM, OTBETCTBEHHBIMM  3a
peardpoBaHre Ha KOMIBIOTEPHbIE WHIUJEHTHl (PYKOBOJUTENIMA pPabOuMX TPy
pearupoBaHusl Ha KOMITbIOTEPHbIE UHIUEHTHI).

CneLrasnCThl, OTBETCTBEHHbIE 38 pPearMpoBaHMe Ha KOMITbIOTePHbIE UHLA/IEHThI
(pykoBoguTemM pabourx TpPYII pearMpoBaHUSl Ha KOMITbIOTEpHbIE HWHI[UIEHTHI),
OCYILIECTBJISIFOT CJIEAYIOLIYIO 1esiTe/IbHOCTb:

- MpOBe/ieHre TIPOBEePKH (PAKTOB BO3HWKHOBEHHUSI KOMITbIOTEPHBIX WUHIUAEHTOB C
LieJIbIO UX TOATBEPIKeHUS;

- perucTpaylys KOMIbIOTEePHBIX MHLIUAEHTOB B C/lyyae UX IMOATBepKAeHUs;

- KOHTPOJIb BbITIOJIHEHYS 3TAllOB pearupoBaHus Ha KOMITbIOTepHbIe UHLIUEHTHI.

[Ipy ocyiecTBieHMd KOHTPOJIA BbITIOJIHEHUS 3TallOB  pearvpoBaHWs Ha
KOMIBIOTEDHbIE WHLUAEHTHI CIeLUaNnCT, OTBETCTBEHHbIM 3a pearupoBaHue Ha
KOMITBIOTEPHBI WHI[UAEHT (PYKOBOAWTEeNMb paboueil TpPyIibl pearvipoBaHUs Ha
KOMITbIOTeDHBIE HWHLIWJI€HTBI), [O/DKEH TIPUHUMAaTh pellleHne 0 Heo0XoguMoCTH
TIpYBJIEUEHUS] OpraHu3aliy, OCYIeCTB/SIOIe KOOPJAVHALIUIO AesiTeJIbHOCTA B UaCTU
yIpaBJ/ieHHs] KOMITbIOTEPHBIMU UHLAJ€eHTaMHU.

[TpoBepka (pakTa BOSHMKHOBEHUS] KOMITBIOTEDHOT'O MHL[M/EHTA MpeJlyCMaTprBaeT
BBITIOJTHEHKE CJIe[YIOLMX TIPOLieayp:



1) ananu3 wH(pOpMaLWy, COJepKalleicsi B KapTOuyKe IpPU3HAaKa BO3MOKHOTO
BO3HUKHOBEHHsI KOMITbIOTEPHOT'O UHIIU/IEHTa;

2) cbop momoHUTebHOM UH(OPMaLK, TpebyeMoli AJisl MOATBepKAeH s PakTa
BO3HUKHOBEHHSI KOMITbIOTEPHOTO MHILUeHTa (TIpyu HeoOXOJUMOCTH), B X0Jie KOTOPOTO
MOTYT BBITIOJIHATHCSI:

- OmpoC TI0J/Ib30BaTe/leld HMH(OPMALMOHHBIX pPeCypCcoB, BOBJIEUEHHBIX B
KOMITbIOTEPHBIMA MHLU/EHT;

- OMpoC CIeLUaJvCTOB TMOApa3fie/ieHnd, OTBETCTBEHHBIX 3a 3SKCIIyaTaluio
VMH(OPMaL[MOHHBIX PECYPCOB, BOB/IEUEHHBIX B KOMIbIOTEPHBIA UHLIU/IEHT;

- TIOJlyueHue [JaHHBIX O (YHKIMOHUPOBAHWU CepBHUCOB, 00eCcreunBaroIx
peanu3aliio KpUTUUeCKUX TIPOLIeCCOB OpraHu3aliuy;

- TIpOBepKa JKypHajioB COOBITWI Ha TIpeAMeT Ha/JW4us CBUAETE/NBCTB O
HeCaHKL[MOHUPOBAHHOM TIPOCMOTPe, U3MeHeHU! WU yiajleHUU UH(OpMaLUK;

- WHBIe [IeHCTBUS, TO3BOJISIOIINME TO/NYyYUTh UH(OPMALHIO, HeOOXOJUMYIO [IJIsI
TIDUHSITHS PellleHUs O PerucTpaljii KOMITbIOTEPHOT'O UHIW/eHTa.

KapTouka npu3Haka BO3MOKHOTO BO3HMKHOBEHMSI KOMITbIOTEPHOTO WHLIMJEHTa
JIOJDKHA coZiep>KaTh MHQopMaliyo 000 Bcex COOBITHAX 6€30MacHOCTH M UHBIX JaHHBIX
MOHUTODUHIa, KOTOpble TIOCJAY)KWIM OCHOBaHWEM [/l PervcTpauyyd TMpr3HaKa
BO3MOJKHOTO BOSHUKHOBEHUSI KOMITbIOTEPHOI'O MHLIW/EHTA.

[lnsi ipoBeieHUs TIPOBEPKM (PaKTa BO3HUKHOBEHHSI KOMITbIOTEDHOTO WHIU/EHTa
CreLannucTy, OTBEeTCTBEHHOMY 3a peardpoBaHMe Ha KOMIIbIOTEPHBIM WHIUJEHT
(pykoBoguTem0 paboueii Tpymnmbl pearipoOBaHWs Ha KOMITbIOTEDPHBIE WHIIAEHTHI),
TpeOyeTcs cneayroiiasi THGOpMaIus:

- MO TBEP>K/1arolllasi UM OrpoBepraroias GakT npuBefeHus UHGOPMALIMOHHOTO
pecypca B COCTOsIHME, TIDM KOTOPOM OH TIOJIHOCTbIO WM YaCTUYHO HE MOXKeT
obpabaTbiBaTh HMH(OpMaLMIO, HeoOXOAUMYIO jii  o0ecrieyeHHs] KPUTHUECKUX
MpOLIeCCOB, W/WIM  OCYLIEeCTB/SATb  yIpaBjieHue, KOHTPOJb WA MOHUTOPUHT
KPUTHUECKUX TPOLIeCCOB;

- TIO/ITBEP’KZAOIlasi WM OrpoBepratoiiass (akT HapylleHHsi 0Oe30MacHOCTH
vHbOopMaLi, HeoOXoIUMOM it obecrieueHHsT KpUTHUECKUX TTPOLIeCCOB (HapyIlleHHe
ee KOH(PUIeHI[MaTbHOCTH, LIeJIOCTHOCTU W/WUJU JOCTYTITHOCTH).

3) NOpuUHATHE pelleHHss O PerucTpalyuu KOMIIBIOTEPDHOIO MHLMJEHTa, ero
TIPUOPUTETE U YPOBHE BIIUSTHUSI.

[Tocne mnoxTBepxzeHUs1 (pakTa BO3HUKHOBEHHWS] KOMIIBIOTEDHOIO HWHILUZEHTa
OCYILIeCTBJISIETCS HeMeJJIeHHOe YBeJOMJIeHHe CIeLMaJiCTOB, BXOJSALIUX B COCTaB
paboueii Tpymmnbl, Ha3HAUEHHOM /[jiA pearMpoBaHMs Ha 3aperdCTPUPOBaHHbBIN
KOMITbIOTEPHbIN WHLUA/EHT.

B 3aBUCMMOCTM OT TUINA KOMIIBIOTEDHOTO HWHLUJEHTa aJMUHUCTpaLUs
NMpUHUMaeT pellleHHe 00 yBeJOMJIEHMH T[IPaBOOXPAaHUTE/NbHbIX OPraHoB WM
KOHTPOJIUPYIOIIIMX OpPraHoB B 00sactd WHGOpPMAlMOHHOM 0Oe30macHOCTH 00
KOMITbIOTEDHOM MHLI/IEHTE.
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5. PEATUPOBAHUE HA KOMITbFOTEPHBIE MHIIMJEHTHI
5.1. O61He mo/I0XKeHHsT

Crajusi «pearipoBaHue Ha KOMITbIOTepHbIE UHIUEHTbI» COCTOUT U3 CJIeYIOIIUX
1oc/ie/loBaTeTbHbIX TaroB:

- ompejiejieHMe BOBJIEUEHHbIX B KOMIIbIOTEDHBIM HWHIIWJIEHT 3/IEeMEHTOB

MH(OpMalIMOHHOW UH(GPaCTPYKTYPBhI;

- JIOKa/iM3alysi KOMIObIOTEPHOT0 UHLU/EHTA;

- BbIsSIBJIeHUE MOC/eICTBUM KOMITbIOTEDHOTO MHLU/EHTa;

- IMKBUAALMS TIOC/IeZICTBUM KOMITbIOTEPHOI'O MHLIA/I€HTa;

- 3aKpPbITUe KOMIBbIOTEPHOTO UHLIU/IEHTA.

OTaenbHBIMA 3TallaMM B PaMKax CTaJud «pearpoBaHHe Ha KOMITbIOTE€PHbBIE
VHLIU/IEHThI» SIB/ISIFOTCS:

- (QuKcalsi MaTepuasioB, CBSI3aHHBIX C BO3HUKHOBEHMEM KOMITbIOTEPHOTO

WHI[W/IeHTa;

- yCTaHOB/IEHWe MPUYKH U YC/IOBUI BOSHUKHOBEHUSI KOMITbIOTEPHOT'O MHIW/IeHTa.

[laHHble 3Tarbl MOTYT TPOBOJUTHCS TMapasijiejibHO C OCTaJbHBIMM 3Taramu
pearvpoBaHusl U Jlake TIOC/le 3JTara «3aKpbiTHe KOMITbIOTEPHOT'O WHIA/eHTa.
BbITio/IHEHYe JJaHHBIX 3TAllOB He BAMSET Ha 3aKPhITHe KOMIbIOTEPHOTO UHITU/IEHTA.

5.2. OnpepeneHve BOB/I€UEHHBIX B KOMIIbIOTEPHbIA UHI[U/IEHT 3/IEMEHTOB

MH(OpMaIMOHHOW UH(PaCTPYKTYPhl

Ha sTane «ompeesieHre BOB/IeUeHHbIX B KOMITbIOTEPHBIN HWHLIUAEHT 371eMEHTOB
MH(OPMaI[MOHHOW MH(PACTPYKTYPhI» CITeLMaJINCTaM1, BXOSAIMMUA B COCTaB paboueit
TPYIIIbI pearupoBaHUsi HA KOMITbIOTEPHBIN UHLIUAEHT, J0JDKHBI BBITTOHATHCS JeMCTBUS,
HaripaB/ieHHbIe Ha Ompe/ie/ieHre BOB/IEUEHHBIX B KOMITbIOTEPHbIN WHLIUIEHT 3/1EMEeHTOB
vH(OpPMalMOHHOW  WH(PACTPYKTypbl, = HAa  KOTOPbIX  WMEIOTCS  MpU3HAKU
3aperucTpUpPOBaHHOTO KOMIBIOTEDHOTO WHIM/IEHTa, C 1ieJbl0 WX /lajibHelIei
JIOKa/TM3aluu.

Ha pucynke 1 mipeAcTaBieHa cCXeMa OpraHM3al[MOHHOrO TIpollecca 3Taria
«OTipefie/ieHe  BOB/IEUEHHBIX B KOMIMbBIOTEPHBIM  WHI[UZEHT  371eMeHTOB
VH(OpPMaLMOHHOW UH(PPACTPYKTYPbI».
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CxeMa opraHH3allMOHHOTO TIpoliecca 3Tara
«oTIpe/ie/ieHre BOB/IEUeHHBIX B KOMITbIOTEPHBIN UHI[UZEHT 3/IEMEHTOB
MH(GOPMALIMOHHON UH(PPACTPYKTYPbI»

Pabouas rpynna Onpenenenve BOBNEYEHHbIX
pearupoBaHus Ha ‘ B KOMMbIOTEPHbLIN NHLUMAEHT
KOMIMbIOTEPHBIA UHUMAEHT 3N1EeMEHTOB UH(OPMAaLIMOHHON

WHMPacTPYKTYpbI

Mepepava uHopmaummn
O BbINONHEHHbIX
aencTeunax

lMpoTokonupoBaxue
BbIMNOMHEHHbIX AENCTBUIA

BoBneyeHHbIE B KOMMNbOTEPHbLIV
VHUMAEHT 3nNeMeHTbl MHoOpMauUMOHHON
WHMPACTPYKTYpbl onpeaeneHb!

lMpoBepka NONHOTLI Mepexon Ha aTan
I n 0OCTaTO4HOCTU «nokanusauunsa
Cneunanucr, OTBETCTBEHHbIN nHbopMaLmm KOMMbHTEPHOIO UHLIMAEHTEY
33 pearMpoBaHue Ha KOMNbITEPHbIN
VHUMAEHT (pykoBoauTens paboven Tpebyembii acbchekT

rpynnbl pearupoBaHns Ha oTcyTCTBYET Co3aaHve 3ananus

KOMMbIOTEPHBIE MHLMACHTBI) Ha A0PaBOTKY BbINOMHEHHbIX
aevcrenn
Puc. 1

s omnpefeneHVss BOB/IEYEHHbIX B KOMIBIOTEPHbIN WHLIUJEHT 3/IeMEHTOB
MH(GOPMaLMOHHONM WMHQPaCTPYKTYphl —C/eflyeT U3yUUThb COCTOSIHME 3JIeMEeHTOB
VH(}OpMalMOHHOW UH(PACTPYKTYPHI.

N3yueHune  COCTOSIHUSI ~ 3/IeMEHTOB  MH(OPMAIMOHHOW  WH(PaCTPYKTYpbI
JIOMYCKaeTCsl OCYLIeCTBJISAITb C UCMO/Ab30BaHUEM MPOrPaMMHBIX W/WIW TIPOTrPaMMHO-
TeXHUYECKUX CPe/ICTB, Mpe/JHa3HaueHHbIX:

1. png monyueHust AoCTyTa K (PailyioBOl CUCTEME;

2. TIOJyueHUs AOCTYTIA K )KypHa/laM PerucTpalyy coObITU 6e30MacHOCTH:

a) omepaiMoHHo# cucteMbl (OC);

6) cpeacTtB 3auuThl UWHPOpPMALMK (AaHTUBUDYCHBIE CpeZACTBA, CpPeACTBa
oOHapy’KeHUsI KOMITBFOTEPHBIX aTaK U MHbIe CPe/[CTBa 3allUThl THPOPMALUK);

B) TIPUKJAZHOTO rporpammHoro obecrieuenus (I10);

3. ckKaHupOBaHMs (alI0BOM CUCTEMBI C LIeJIbIO BhISIBJIEHUST BpefoHOCHOTo T10;

4. TIpoBejleHUs] UHBeHTapH13aLuy;

5. TpOBe/eHUs aHaU3a ysi3BUMOCTew;

6. omeHKM  pabOTOCIIOCOOHOCTH UM TPOH3BOJUTEHBHOCTH  3JIEMEHTOB
vH(OpMal[MOHHOW UH(PPACTPYKTYPHI;

7. mosyueHust UHGOpPMAaLUU U3 CTy>KObI KaTaioros;

8. monyyeHWs mapaMeTpPOB CeTeBbIX HACTPOeK M WH(POpMaLuMu O CeTeBOu
AaKTMBHOCTH 3/1eMEHTOB MH(OPMaL[MOHHON UH(PPaCTPYKTYPhbI;

9. aHamm3a ceTeBoro TpaduKa, LMPKY/JIUPYIOLIEr0 MeXJy 3eMeHTaMU
vH(MOpMal[MOHHOW UHGPACTPYKTYPhI, a TakKXe APYTUMH (DYHKIIMOHUPYIOUMMU B CETH
WHTepHeT pecypcamu, B TOM 4YMc/ie 3a()MKCMPOBAHHOIO B MOMEHT BO3HHWKHOBEHMSI
KOMIBIOTEPHOT'0 UHI[W/eHTa (TIPX HaTMUMK TaKOW BO3MOYKHOCTH);
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10. obHapy>keHHs] KOMITbIOTEPHBIX aTakK.
5.3. Jlokanu3anusi KOMITbIOTEPHOI'O MHLIUEHTA

Ha »>sTanme «1okanu3aiyss KOMITbIOTEPHOTO UHIMJEHTa»  Crel[daaucTamH,
BXO/ISAIIIUMHM B COCTaB pabouell Tpynmbl pearipOBaHWsS Ha KOMITbIOTEPHBIM WHITU/IEHT,
JTOJDKHBI BBITIO/THATBCS [IeHCTBYSI, HarlpaB/ieHHble Ha OorpaHuyeHre (DYHKIIMOHUPOBaHUS
3/1eMeHTOB MH(OPMALIMOHHOW WHOPACTPYKTYpPhl, BOBJIEUEHHbIX B KOMIbIOTEPHbIN
VHLIUJEHT, C LieJIbI0 NPeJO0TBPALLleHUs ero JaJbHeNIIero pacpoCcTpaHeHUs!.

Ha pucynke 2 mipeacTtaBieHa cCxXeMa OpraHM3alMOHHOrO TIpoLiecca JTara
«JI0KamM3aLys KOMIbIOTEPHOTO UHLUAEHTa».

CxeMa OpraHM3alfMOHHOTO TTPOLiecca 3Tara «JI0KaJIru3arius
KOMITbIOTEPHOT'O MHIIA/I€HTa»

CneunanucT, OTBETCTBEHHbIV °
! = n nexve
33 pearMpoBaHne Ha KOMMNbIOTEPHBIN w nepgaoaz%eeaiux P
WHUMAEHT (pykoBoauTens paboyen
rpynnbl pearupoBaHns Ha
KOMNbIOTEPHBbIE UHLUAEHTbI) o _ - -
r |
Onosewexne { OrpannyeHne B3anmoaencTens dukcauvs Matepumanos, I
O KOMNbIOTEPHOM WHUMAEHTE | | OrpaHuuexue goctyna oObeKTa aTaku C MHbIMK CBS3aHHbIX C BO3HUKHOBERUEM |
| K 0BLeKTy aTaku anemeHTamu uHgopmaumonHon | ® *®|  komnblotepHoro uHuMaeHTa I
| MHMDPACTPYKTYPbI (UncbpoBbLIX CBUAETENLCTB) |
Monb3oBatens MHPOPMALMOHHOTO g Il_ _}
pecypca, 3aAeicTBOBaHHOIO w ——————————————————————————————————————————————
B KOMNbIOTEPHOM UHLMAEHTE
BbINONHEHVE OnpeaeneHHsIX
NepBOOYEPEAHBIX MEP
Pabouas rpynna o, [ |
pearuposaHus | Bbinonxexue mep Mporokonuposaxue MNepepava uucpopmauun |
Ha KOMNbIOTEPHBIN UHUMAEHT I no nokanuaayuu BbINONHEHHbIX AENCTBUI 0 BbINOMHEHHbIX Mepax {
L - - = — |
Cneuyunanucr, OTBETCTBEHHbIN @
3a pearuposaHve Ha ' ¥
KOMNbIOTEPHLIN UHLWAEHT KomnbioTepHbIA NHUNAEHT
(pyxosoauTtens pabodert rpynnel nokanu3sosat
pearnposakua Ha Mpoeepka Mepexoa Ha aTan «BblReneHne
KOMNbIOTEPHLIE MHUMACHTL!) 3htheKTUBHOCTY NOCNEACTBMIA KOMNBIOTEPHOTO
BbINOMHEHHBIX MEP MHUMAEHTa»
Tpebyembliin acpcekt
oTcyTcTByeT CosaaHuve 3aaaHua Ha
A0paboTKy BEINONHEHHBIX MEP

Puc. 2

K npuMepaMm BO3MOX>XHBIX ﬂEﬁCTBHﬁ, KOTODbIE MOI'YT BBIIIO/IHATECA TIpH
JIOKa/IM3dllMK KOMIIBIOTe€PHBIX MHIIMAEeHTOB, MO>KHO OTHECTH:

1. nipyuMeHeHue 6JI0KMPOBOK (MCIO/Ib30BaHHe MeXXCeTeBOr0 FKpaHa).
B/IOKMpPOBKM C MCIIOJ/Ib30BAHMEM MeXKCeTeBbIX SKPaHOB WUCIIONb3YHOTCH IS
rpeI0TBPALLeHHSs HECAHKL[MOHUPOBAHHOIO BO3/IEUCTBUSI. Hanpuwmep, C

WCTIO/Tb30BaHUEM MEXKCeTeBOro JKpaHa MOXKHO 3a070KupoBaTh WHGMOPMAaIMOHHbIE
NnoToku ¢ [P-agpecoB, ¢ KOTOpBIX pacrnpocTpaHseTrcsa BpeaoHOCHoe [10, mmuoHCcKoe
[1O, a Takxke IP-ajpecoB MOYTOBBLIX PeTPaHC/ISTOPOB, UCTOUHUKOB (PUIIIMHTA U CIlaMa.
[TouToBble OJIOKMPOBKU BK/IHOUAlOT B cebs (PUIbTPALIMIO B/IOKEHWM, CTPOK TeMbl U
azpeca oTnpaBuTenel. [ mipemoTBpalleHUsi JOCTyNa K HepaspelleHHbIM WU
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Bpe/IOHOCHBIM Beb-caiiTaM mir XocTaMm (y3/1am) MOTYT TIpuMeHsIThCst 610krpoBku URL-
a/ipecoB U JJOMEHHbIX UMEH.

2. OTKJ/THOUEeHUe (U30JISLUs, UCKTFOUEHHE).

OTK/MIOYeHWe 3apa)keHHOro 3jieMeHTa WH(POPMAalLMOHHOM WH(PaCTPYKTYpPhbl
(Tpynmbl 3/1eMEHTOB WM MH(POPMALMOHHOTO pecypca B LeJIoM) OT JIOKaabHON
BBIUMC/UTE/IbBHOU CeTH MOXKeT [pefloTBPaTUTh 3apakeHWe OCTaJbHOM  4YacTu
MH(pOpMaIlMOHHOM  MHMpacTpyKTyphel.  OTK/IIOUeHHMe  3apa)kKeHHOro  3jeMeHTa
MH(OPMAaIIMOHHOM HWHMPACTPYKTYphl (TPyMIbl 37€eMeHTOB WM UHGOPMAalOHHOIO
pecypca B 1]eJIoM) OT ceTH VIHTepHeT uiu Mo0bIX APYruX 00LeJ0CTYIHbIX CeTell CBS3U
MO>KeT TIpeJJ0TBpaTUTh HeCAHKLJMOHUPOBAHHBIN [JOCTYN U, COOTBETCTBEHHO, HapylleHNe
KOH(W/eHIIMA/IbHOCTH, LIeJIOCTHOCTU M JOCTYIMHOCTH UHpopMaLuu. B HeKoTopbIxX
c/lyyasix 1jesiecoobpa3sHO  OCYIIEeCTB/ISITh MOHUTOPUHT BPEJOHOCHOW aKTUBHOCTH,
OTPaHUUYMB TPHA STOM  BO3MOXKHOCTH  3/I0yMBILIUIEHHHMKA aTakoBaTb JIpyrue
VMH($OpMaLIMOHHbIE PeCypChI.

3. BBIK/IFOUEHHe.

Ecm  panbHediiee  (yHKUMOHMPOBaHWE  37eMeHTa  MH(OPMAaLMOHHOU
VH(PaCTPYKTyphl (CPYIIbI 3/IEMEHTOB WM HMH(OPMALMOHHOIO pecypca B LeJ0M)
TIpUBeJieT K YHUUTOXXEHWIO (T0Tepe) AAaHHBIX, MOXeT ObITh TIPUHSTO pellleHue O
rpeKpailleHuy (PyHKLIMOHUPOBAHUSI 3/ieMeHTa WH(MOPMal[MOHHON WH(GPaCTPYKTYphl
(Tpymmel 3/€MEHTOB WM MH(OPMAaLIMOHHOIO pecypca B LieoM). CreflyeT yunThIBaTh,
UTO BBIK/IFOUEHHe 3/1eMeHTa UH(POPMALMOHHOW UH(PPaCTPYKTYPbl MOKET OTPULIATE/IbHO
CKa3aTbCsi Ha paboTe KOHKDeTHBIX TIO/b30BaTesieil, CEepBUCOB W  Ppa3/UYHbIX
KPUTHYECKUX MPOLIecCcoB. [laHHOe pellieHue [JO/DKHO MPUHHMMAThCS B KOOPJAWHALMM C
COOTBETCTBYIOLLIMM PYKOBOJMTE/NEeM W/WIA OTBETCTBEHHBIMM 3a SKCIIyaTalyio
VMH(OPMaLMOHHBIX PECYPCOB OpraHu3aLvu.

4.  W3MeHeHUs MaplLIpyTU3aLuu.

V3MeHeHHs1 MapLIPyTU3aL[MK OCYLLeCTB/ISIFOTCS C Le/Ibl0 YCTPaHeHHUsl MaplIpyTa,
10 KOTOPOMY [1eHiCTBYeT 3/I0YMBILLIJIEHHUK, MPEMNsATCTBYS eMy B TOJIyUeHHH JO0CTyma K
WH(POPMALIMOHHBIM pecypcaM, KOTOpble MOTYT SIBAATHCS OOBEKTaMM aTaku, a TaKkKe
0JI0KMpOBaHUs1 MeXaHKM3MOB TiepejjauM (pacrpocTpaHeHusi) BpefgoHocHoro I10.

5.  OTK/IIOuUeHHe uau 6JIOKMpOBaHUE TIPOLIECCOB.

B faHHOM cilyuyae OCyILeCTBIISIeTCSI OTK/TIOUeHue uir 0/10KMpoBaHue TPOLeCCOB,
KOTODbIe MOTJIU OBbITh UCTIO/Ib30BaHbI 3/I0YMbIILIEHHUKOM.

6. OTKJ/TFOUEHHE YUeTHBIX 3aliCel M0JIb30BaTe en.

B JaHHOM (C/ydyae OCYLIeCTB/sIeTCS  OTK/IIQUEHMEe  YYeTHbIX  3arlucei
T10JIb30BaTe/Iel, KOTOpbie MOT/IU ObITh UCI0/Ib30BaHbl 3/I0yMBbIILI/IEHHUKOM.

Jltobbie um3MeHeHUsi B WHGOPMALIMOHHBIX pecypcax, BKJoYasi JeUCTBUSI T10
JI0Ka/IM3alyy KOMIbIOTEPHOTO UHLIMJEHTA, MOTYT MIPUBECTH K MoTepe (YHUUYTOXXEHUIO)
vH(OpMalLK, CBA3aHHOW C BO3HUKHOBEHHEM KOMITbIOTEPHOTO MHLUJAeHTa (LH(POBBIX
cBufietenbcTB). Cnenyer yb6eauTbesi, uTto Bcd uHpopMaius, Heobxoaumas [jis
yCTaHOBJIEHWsT TIPUUMH U YC/AOBUM BO3HUKHOBEHHUS KOMIIBIOTEPHBIX WHLIMJEHTOB
(umdpoBbie CBUETE/NHLCTBA), COOpaHa B MOIHOM 00beMe repe]; BHECEHHEM KaKUX-TM00
CUCTEMHBIX U3MEHEHUM.
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5.4. BoisiBieHUe TIOCeICTBUMA KOMIIBIOTEPHOTO UHLH/I€HTa

Ha »>STtane  «BbIsIBIeHWe — TOC/IeACTBUA  KOMITBIOTEDHOIO  WHLMAJEHTa»
CTIeIMa/IMCTaMH, BXOJAIIMMM B COCTaB pabouell Tpymmbl peardpoBaHUs Ha
KOMIBIOTEDHBIA WHLUAEHT, [O/DKHBI BBIMOJHATBCSA [JE€WCTBUSI, HarlpaB/ieHHble Ha
BbIsIB/IeHHEe TIPU3HAKOB HEraTMBHOI'O BO3/|eHCTBUSI Ha 3/1eMeHTbl WHGMOPMAaIMOHHOMN
VMH(PaCTPYKTYPhbl, BOB/IEUEHHbIE B KOMITbIOTEPHBIN UHLUAEHT.

[Ipy BbIsIBIEHWM TIPU3HAKOB HEraTUBHOTO BO3JEUCTBUSI Ha  3J€MEHTHI
MH(pOpPMAaIIMOHHOM WH(MPACTPYKTYphl, BOBJ/IeUeHHble B KOMIIbIOTEPHBIM WHIUEHT,
CTIelMaMCThI, BXO/AI[e B COCTaB paboueii rpymiibl pearipoBaHusi Ha KOMITbIOTePHbBIN
VHLWJEHT, [JOJDKHbI TIDOBECTH JeTalbHbId aHaIUu3 WMEKILUXCS JaHHBbIX O
KOMIIbIOTEDHOM UHLU/EHTE.

Ha pucynke 3 mnpeacraBneHa CxeMa OpraHM3alMOHHOTO MpoLiecca 3JTarna
«BBISIBJIEHHE TTOC/Ie[CTBUM KOMITbIOTEPHOT'O UHIUEHTa».

K nmnpumepaM TIpM3HAaKOB HEraTMBHOTO  BO3JEWCTBUSI HA  3JIeMEHThI
MH(OPMAaIIMOHHOM WH(PaCTPYKTyphl, BOBJIEUeHHble B KOMIILIOTEDHBIM WHIUEHT,
KOTOpbIe BBISB/SIFOTCSI B XO/le aHa/M3a HWMEIOLIMXCS [JAaHHBIX O KOMITbIOTEPHOM
VHLIM/|eHTe, MO’KHO OTHECTHU CJIeflyIolllee:

- HelTaTHasg  ceTeBasl  AKTMBHOCTb  3jeMeHTa  WH(OPMAaLMOHHOU
MH(PaCTPYKTYpHI;

- CO3/,@aHHble, MOJU(MULIMPOBaHHbIEe, y/ajieHHble (haiisibl, KaTaaord, rapamMeTpbl
Hactpoiiku OC, cpe/cTB 3ai[yThl HHMOOpMaLuM, npuknagHoro I10;

- OTK/JIOHEHMSI OT 3Ta/IOHHBIX (JOMYCTUMBIX) TapaMeTpoB KoHdurypauuu OC,
CpeACTB 3alluThl UH(hOpMal[1H, TipuK/agHoro [10;

- OTKJIOHEHWs OT 3TaJIOHHOTO (JOMyCTUMOro) cocTaBa mnpukaagHoro I10,
ycTaHoBJyieHHOT0 B OC;

- OTK/JOHEeHWsI OT 3TaJlOHHOr0 ([OMYCTUMOr0) CO/lep)KaHUsi CUCTEMHBIX U
3allUIIaeMbIX (Paiiyios;

- BBITMIOJIHEHHbIE TOTEHI[MATbHO BpEJOHOCHbIE KOMaH/bl, B TOM YUCJIE
pacrioyio’KeHHbIe B OIepaTUBHOM MaMsITH;

- IPU3HAKH, UJEHTUDULIMPYIOIIE UCTOYHUK KOMITBIOTEPHOU aTaKy;

- MpU3HaKu CO0eB, Tiepe3arpy3oK, OCTAaHOBOK W APYTUX HapyIleHWd B ILITaTHOM
pabote OC, cpezicTB 3a1yThl HHMOPMaLWH, NpyKaagHoro [10;
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CxemMa OpraHu3aljMOHHOT0 TIpo1jecca 3Tara «BblsIBJIeHUe TI0C/e/ICTBUN
KOMIbIOTEPHOT'O UHIW/IeHTa»

BbiagneHue Npu3Hakos OnucaHune NPU3HaKoB HEraTuBHOro
Pabouyas rpynna =) HEeraTWBHOrO BO3AEWUCTBUA Ha BO3AENCTBUA HA 3NEMEHTbI
pearnpoBaHnsa Ha ﬁ 3neMeHTbl HOPMALMOHHOM UHOPMALIMOHHOW
KOMNbKTEPHBIN UHLWMAEHT MHPACTPYKTYPbI UHPPaCTPYKTYpbI

Mepegaya nHhopmaumm
0 BbINONHEHHbIX
OencTBusx

[poTokonupoBaHue
BbINOSIHEHHbIX AENCTBUIA

MocneacTena KOMNBLIOTEPHOTO
nHUmMageHTa onpeaeneHeol

Mepexon Ha aTan
«nuKkBngaums ﬂOCﬂeD.CTBMﬁ
KOMMNbOTEPHOINO HUKMAEHTa»

Cneuvanuct, OTBETCTBEHHbIA i_. MpoBepka A0CTaTOMHOCTU

3a pearnpoeaHue Ha BbINOMTHEHHbIX AEACTBUN
KOMNbIOTEPHbLIN UHUNAEHT

(pykoBoauTens paboyein rpynnbl
pearupoBaHusa Ha Tpebyembli ahbekT
KOMMbIOTEPHbBIE NHLINAEHTbE) OTCyTCTBYyET Cospanve 3apaHus
Ha AOpabOoTKy BbINOMHEHHbLIX
mep
Puc. 3

- TpU3HAaKW HapylleHud GYHKI[MOHUPOBAHUS CeTeBbIX CIy)KO, aHOMasbHOTO
MCII0J/Ib30BaHUs1 CUCTEMHBIX PECYPCOB;

- Apyrasi UH(popMalys, XapakTepHasi AJisi OT/e/IbHbIX THIIOB KOMIIbIOTEPHBIX
WHI[A/IEHTOB U KOMITbIOTEPHBIX aTak.

5.5. JIukBUAaLus 1nocaeiCTBUA KOMITbIOTEPHOTO UHIW/IeHTa

Ha orame «IMKBUZAI[UMS  TOCAeACTBUNA  KOMIBIOTEPDHOTO  WHIIU/IEHTa»
CHelMa/IMCTaMH, BXOJSAIMIMMU B COCTaB paboued Tpynmbl pearipoBaHWs  Ha
KOMITbIOTEPHBI WHI[U/IEHT, [OJDKHBI BBITIOMHATHCS IEeMCTBUSI, HampaB/ieHHble Ha
yCTpaHeHWe TOC/Ie[CTBUM HeraTUBHOTO B/USIHUSI KOMITbIOTEDHOTO WHIMEHTa Ha
MH(OpMaILMOHHBIM pecypc (M0 BO3MOKHOCTH) W/W/IM BOCCTAaHOBJIEHME 3JIeMeHTa
MH(MOPMaI[MOHHOW WH(PACTPYKTyphl (TPYIIbl 3/1eMEHTOB WM WH(POPMALIMOHHOTO
pecypca B 1iejioM) u/unu obpabatbiBaemMoii B HeM WHGOPMaI[UH.

Ha pucyHke 4 TmpeicTaBieHa CXeMa OpraHM3al[MOHHOrO TMpoljecca 3Tarna
«TUKBUAALUS TIOC/IeZICTBUY KOMITbIOTEPHOT'O MHLIW/€HTa.
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CxemMa OpraHu3aljMoOHHOr0 TIpoLiecca 3Tarna «IMKBUAALMS TT0C/1eiCTBUM
KOMIbIOTEPHOT'O UHI[W/IeHTa»

Cornacosaxue

BbINONHAGMBIX T NO NUKBUAALAMN
pearumposaHus Ha patort no Aay cocrasa pabot

KOMMNbIOTEPHbIA UHLUWAGHT NOCNEACTBUIA KOMNBIOTEPHONO UHLMAEHTA

PabGouas rpynna o, Onpepenexue HanpaeneHus
%

Monb3oBarens MHHPOPMALMOHHOrO o |
pecypca, 3a4eicT80BaHHOMN w

B KOMNLIOTEPHOM UHLMAEHTE i
[——— — — —_— ]
I'| OrmeHa Ha anemenTe MHRPOPMALMOHHON BoccraHosnenue uz | | MNepepava
: MH(PaCTPYKTYpPbl, BOBNEYEHHOM B o oo | PE3EPEHDIX konun OC, I_’ uHopMaumn
|| KOMNBIOTEPHBIA MHUMAGHT, BEIRBNEHHDIX npuknaaHoro MO u | 0O BbINONHEHHbIX
T m—— | W3MEHEHUI OT BREAOHOCHbIX AEUCTBUIA nHOPMaLum I DEeRCTBUsX
. ' L ]

3a pearupoBaHue Ha = —
KOMMBIOTEPHBIA MHLMAEHT
(pyoBopuTens paGouei rpynnb! MOCNEACTBAA KOMMABIOTEPHOIO

ﬁ
PEAMPOBAHAA Ha l WHLMAEHTA MYKBUAMPOBAHI

KOMMbLIOTEPHbLIE MHUWACHTbI)

MpoBepka AOCTATOMHOCTU Mepexon Ha 3Tan «3akpbiThe
BbINONHEHHEIX AENCTBUIA KOMMNbIOTEPHOTO MHUMAEHTaN
Monb3oBatens MHHPOPMALMOHHOTO @
pecypca, 3afeicTBOBaHHOrO ' Tpebyemblit achchexT
B KOMNbOTEPHOM UHLUWAEHTE OTCyTCTBYET
Co3spaHve 3aganusa

Ha gopabotky
BbINOMHEHHbIX AEUCTBUIA

Puc. 4

K mpuMepaM BO3MOXXHBIX [I€MCTBUM, KOTOPbie MOTYT ObITh BBITIOJIHEHBI [Jist
JUKBUJALIMM TIOC/IEICTBUNM KOMITbIOTEDHOTO MHLM/IeHTa, MPUBE/IIero K HeraTUBHbIM
MOC/IeICTBUSIM Ha YPOBHE CETU, MOYKHO OTHECTHU:

1) BHeceHue wu3MeHeHMM B mapaMeTpbl HacTpoek OC, cpeJCcTB 3allUThI
vHpopMmaliuu U npuknaagHoro 10, byHKIMOHUPYIOIIEro B HWH(OpPMAaIMOHHBIX
pecypcax, BOB/IeUeHHbIX B KOMIbIOTEPHbBIA UHLIW/IEHT;

2) OTK/IIOUEHWEe  HEeUCIo/b3yeMbIX  (DYHKLUM  TeJeKOMMYHUKalOHHOTO
obopyoBaHusi (HampuMep, OTK/IIOUeHWe VSI3BUMBIX CEPBUCOB WM TPOTOKOJIOB,
KOTOPbIe MCI0JIb30Ba/IMCh [I/Is1 paclipoCcTpaHeHust BpejoHocHoro [10);

3) cMeHa ayTeHTU(hUKALIMOHHON MH(MOPMAaLIUM CKOMITPOMETUPOBAaHHBIX YUeTHbIX
3anuceu rojb3oBare/sien:

- Ha TeJIeKOMMYHUKALIMOHHOM 000DY/I0BaHUM;

- Cpe/ICTBaX MEXKCeTeBOr0 SKPaHHWPOBAHUSI;

- CpeAcTBax 3alllUThl OT KOMITbIOTEPHBIX aTak, HarpaBJeHHbIX Ha OTKa3 B
00CTy>KMBaHUH;

4) BHeceHVe U3MeHEeHUU B MpaBwia (PUIbTPaLUU MeXCETEBbIX IKPaHOB;

5) BHeceHHe U3MEHeHWH B IMapaMeTpbl OUMCTKUA Tpa(uKa B CPeACTBax 3all{UThI
OT KOMITbIOTEPHBIX aTak, HalpaB/ieHHbIX Ha OTKa3 B 00C/Ty)KUBaHUY;

6) moAkIrOYeHWe — pe3epBHBIX  pecypcoB  (KaHanabl — CBf3M, CepBepHOe
obopyZioBaHMe, BHPTya/ibHble MalllMHbI, 000pyJOBaHWe U3 COCTaBa 3aracHbIX
VHCTPYMEHTOB Y TIPUHA/IJIEXKHOCTEN);

7) murpauys (repemMelljeHre) BUPTYaJbHbIX MalllMH B CTOPOHHUE BUPTYya/lbHbIE

MH(PaCTPYKTYPBI.
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K mpumMepam BO3MOYKHBIX Mep, KOTOpble MOTYT ObITb TIPUHSTHI [I/Is1 TUKBU/AL[UN
MOCJ/Ie[JICTBU KOMITbIOTEPHOT'O WHLIW/IeHTa, MPUBE/ILLEro K HeraTUBHbIM TOC/Ie[CTBUSIM
Ha ypoBHe npukiaagHoro [10, MoXXHO OTHeCTu:

- BBITIOJIHEHHWE HACTPOWKU 0Oe3ormacHoW KOHMUTYpal[iyd TPUK/IaJHOTO WA
cneruanbHOro 10, BoB/IeUeHHOTO B KOMITbIOTEPHBIN MHLA/EHT;

- BOCCTAHOBJIEHWE W3 aKTya/lbHbIX De3epBHBIX KOMui (QailyioB, 6a3 AaHHBIX,
KOH(UrypaliMoHHbIX (haiijioB, TOABEPTIINXCS MOAUGUKAIIMM TPU  KOMIbIOTEPHOM
VHLIU/IEHTE;

- BOCCTaHOBJIEHWe YJa/JeHHbIX (ailyioB, B TOM UHC/Je C HCI0J/Ib30BaHUEM
CreLUa/IbHbIX UHCTPYMEHTA/IbHBIX CPEJICTB;

- ynanenue [10, BOB/Ie4UeHHOTO B KOMITbIOTEPHBIM UHIUAEHT, U BCeX ero (haiioB
C TOoCaeAyroller YCTaHOBKOM akTyalbHOW Bepcud JaHHOro I[IO u  akTyalbHBIX
00OHOBJIeHH 6e30T1aCHOCTH.

K mprMepam BO3MOJKHBIX Mep, KOTOpble MOTYT ObITh MPUHSATHI AJIs1 TUKBUAALIAN
MOC/Ie[ICTBU KOMITbIOTEDHOT'O MHLIW/IeHTa, MPUBE/ILLIero K HeraTUBHbIM TOC/Ie[CTBUSM
Ha ypoBHe OC, MOXXHO OTHeCTH:

- yaaneHue BpefoHocHOro [10;

- OTMEHa W3MeHeHWl, BHeCeHHbIX BpefoHOCHbIM [1O (Hampumep, yjaneHue
Cco3/laHHbIX BpefloHOCHbIM [1O (aloB, OTMeHa BBINOJHEHHbIX W3MEHEeHUM B
KoH(urypauuu 1 Hactporikax OC, yaaneHue co3faHHbIX BpeJoHOCHBIM [TO yueTHBIX
3arucen);

- CMeHa ayTeHTU(PUKALMOHHOW WH(pOpMaluu [Jjisi CKOMIIPOMETUPOBAHHBIX
YUeTHBIX 3amnuvcen nosibzoBatene B OC;

- BOCCTAHOBJIEHUE CPe/CTB 3alliuThl MH(MOPMaLUU, (PYHKLIMOHUPYIOLIUX B Cpefie
0G;

- BocctaHoBJ/ieHHe OC B 1ie/10M;

- HacTpouika 0Oe3omacHOM KOH(Urypaluud CpeACTB 3alUThl HH(OPMALUY,
dbyHKkIMoHupyroIux B cpefie OC;

- HacTpoiiKa 6e3omacHou KoHburypaimu OC;

- mnepeycraHoBka OC wu mpuknagHoro [IO ¢ mnocnmegyromiel yCcTaHOBKOM
aKTyaJIbHbIX OOHOBJ/IEHUH 6e30T1aCHOCTH.

5.6. 3aKpbITUe KOMITbIOTEPHOTO UHLIUEHTa

PellleHMe O 3aKpbITUM KOMIBIOTEDHOIO UHIWJEHTa TIPUHUMAETCsl 10
pe3ynbTaTaM TIPDOBEPKU CIELIMA/JIMCTOM, OTBEeTCTBEHHbIM 3a peardpoBaHMe Ha
KOMIIbIOTEPHBIN UHI[U/IEHT (PYKOBOJUTe/ieM paboueil Tpymmbl pearupoBaHUs Ha
KOMIbIOTEPHBIA UHIU/EHT), B XO/e KOTOPOW OIlpe/ie/isieTCsl MOJ/JIHOTa BbINOJHEHHBIX U
3alpOTOKOJIMPOBAHHBIX IEMCTBUM MO peardpoBaHUI0 Ha KOMITbIOTEPHBIM WHIW/EHT,
BBITIO/THEHHBIX Ha Ka)KJOM 3Tarie pearupoBaHusl Ha KOMITbIOTEPHBIU UHLU/EHT.

KapTouku KOMIBIOTEPHBIX WHLWEHTOB II0C/Ae 3aKPBITUSI COOTBETCTBYHOLLIUX
KOMIIBIOTEDHBIX HHI[UAEHTOB He JOJ/DKHBI VAA/IATbCSA, TaK KaK OHU MOTYT OBITh
WCTIOJTb30BaHbI B Jla/ibHeMIIeM KaK TUTIOBbIe 11a0/I0HBI IeMCTBUI 110 pearipoOBaHHIO Ha
aHa/IOTUUHbIe KOMITbIOTEDHbIE WHLIUAEHThI U MPU NPOBEJEHUN aHaIu3a JesiTebHOCTH
T10 WX YIIPaBJIEHUIO.
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KapTouku 3aKpbIThIX KOMITBIOTEDHBIX HWHLMAEHTOB MOTYT HCIIO/b30BaThCs B
KaueCcTBe TUIOBLIX 111a0/IOHOB [IeHiCTBUI TI0 pearvupoBaHUI0 Ha aHa/IOTHYHbIe
KOMITbIOTEePHbIE WHIUAEHTbI B OpPraHv3aliiy C 1iesiblo ¢hopMypoBaHus 6a3bl 3HAHWM,
JOCTYTHOM CrieljiajrucTaM, BXOJSIIMM B COCTaB pabouux TPYII peardpoBaHUsl Ha
KOMITbIOTe@PHbIe UHLIU/IeHThI TIPU paboTe C HOBBIMU KOMITbIOTEPHBIMU MHIU/I€HTaMU.

6. PUKCALIMA MATEPUAJIOB, CBA3AHHBIX C BOSHUKHOBEHMEM
KOMITBKOTEPHBIX MHIIMJEHTOB, 1 YCTAHOBJIEHUE TTPUYNH U
YCJIOBUI UX BO3SHUKHOBEHUS
6.1. ®uKcals MaTepuanoB, CBSI3aHHbBIX C BOSHUKHOBEHWEM KOMITbIOTEPHBIX
VHIU/IEHTOB

CocTtaB maTepuanoB, CBSI3aHHbIX C BO3HUKHOBEHHEM KOMIIbIOTEPHBIX
VHLUJeHTOB (UM(POBBIX CBUIETETLCTB), MOJJEXAl[UX (PUKCALMW, 3aBUCUT OT TUIa
KOMITbIOTEDHOT'O MHLIW/I€HTa U ero Mmoc/ieCTBUH.

B pamMkax pearMpoBaHHsi Ha KOMITbIOTEPHbIE UHIUAEHTbI MOTYT (DUKCHUPOBAaThCS
c/leflyrole MaTepyasbl, CBsi3aHHble C BOSHUKHOBEHHMEM KOMIIbIOTEPHBIX UHLIUJEHTOB
(undpoBbie CBU/IETENBCTBA):

- 9JIeKTPOHHBIe 00pa3bl IITAaTHBIX MAIMHHBIX HOCUTesel MHbOpMaliu CpeJiCTB
BBIYMC/IUTE/TbHOW TEXHUKU W/WIU ChbeMHbIX MAllIMHHBIX HOCUTeel UH(OpMaLK;

- copep>kumMoe paboueii mamsTH (gamm) mipoijecca, sigpa OC wiu OC B 11e710M;

- ceTeBOM Tpa(uK, LIUPKY/JUPYIOLIUNA MeXX/]y BOBJ€YEHHbIMU B KOMITbFOTEPHBIN
VHLUJIEHT 371eMeHTaMU MH(OPMAalMOHHOW WH(MPACTPYKTYPhl, @ TaKKe MeXJy 3TUMHU
3JIeMeHTaMU U 3/ieMeHTaMu APYrux QYHKIMOHUPYIOIUX B ceTh VIHTepHeT peCypCoB;

- 0Opas3iibl BpegoHocHoro I10;

- oT/leNbHBIe (Paii/ibl, TaKWe KaK JKypHasbl PETUCTPAM COOBITHI 6e301acHOCTH,
daiinibl peectpa OC, cvcTeMHbIe U T10/Ib30BaTe/IbCKUe (paiifbl;

- COOOIIIeHUsI 37IEKTPOHHOM TTOUTHI;

- CHUMKHU COCTOSIHUSI BUDTYa/IbHbIX MalllWH.

6.2. YcTraHOB/IeHYe TIPUUYH U YCJI0BUM BO3HUKHOBEHHSI KOMIbIOTEPHBIX MHI[A/E€HTOB

[esiTeMbHOCTL MO  YCTAaHOBJEHWID TPUYMH W YCJOBUM BO3HUKHOBEHUS
KOMITBIOTEPHBIX MHIIW/IEHTOB HarpaB/ieHa Ha orpefesieHue (HakTopoB, 00yC/IOBUBIINX
BO3MO>XHOCTh BO3HUKHOBEHHSI KOMITbIOTEPHOTO WHIIW/IeHTa W/WUMA CIIOCOOCTBOBABIIIMX
€r0 BO3HUKHOBEHHUIO.

CylecTBYHOT pa3iuuHble BUJbl aHa/lM3a 3a(UKCUPOBAHHBIX MaTepHasioB,
CBSI3aHHBIX C  BO3HUKHOBEHMEM  KOMIBIOTEPHbIX  WHIUJEHTOB  (LU(POBBIX
CBUJETeNbCTB), KOTOpPble MOTYT OBbITb BBITIOJIHEHBI [I/IS1 YCTAaHOBJEHWS TPUUMH U
yC/JI0BUM WX BO3HUKHOBeHUS1. K TakM BUJlaM OTHOCSITCS:

- aHa/M3 JIeMCTBUM T10/Ib30BaTe/Iei.

K cBemeHusiM, mnojjexamuM HW3yUYeHUI0O B XOJ€ aHaav3a [JeWCTBUM
T10/1b30BaTe /e, OTHOCSTCSI:

- [IeUCTBUS T0/Ib30BATe/Ied, KOTOPbIE BBIMNOJHSJIMCH 0 U BO BPEMSI PETUCTPALIUU
KOMITBIOTEPHOT'0 MHIW/IeHTa (HarpruMep, rocelrjeHre BeO-caiiTa, OTKPBITHE COOOITIeHHUS
3JIEKTPOHHOM TOUThI, OTKDPBITHE 3/I€KTPOHHOTO JOKYMEHTa, TMOJK/II0UeHrue HOCUTEs
nH(bOpMalK U IpyTHre);
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- cBeieHUsi 00 UTHOPHPOBAHWH T0/Tb30BaTe/IeM MOSIBJISOLMXCs coobieHuit OC,
CpeAcTB 3amuThl MHGOpMalMu U npukaagaHoro 1O (Hampumep, 0 HeOOXOAMMOCTH
BBINIOHUTL 0OHOB/eHWe OC, ee TMepe3arpy3ky, O BBISIBJI€HHOM TIOTeHLMA/bHO
Bpe/IOHOCHOM dhaiisie);

- aHanu3 OC snemMeHTa MH(POPMAaI[MOHHON MH(MPACTPYKTYPHI.

K cBemenusiv, mnogjiexxalqjuM H3ydyeHH0 B xoe aHamm3a OC 3jiemeHTa
MH(GOPMaLMOHHON UH(PPaCTPYKTYPbI, OTHOCSTCS:

- JKypHasibl (TIPOTOKOJIbI) pervcTpanuu cobbitTii 6e3omacHoctu OC, cpezcTs
3alMThl UH(OpMaLUU U ripuk/azHoro I10;

- nH(OpMaLYs 0 3amyleHHbIX MPOrPaMMHBIX MpOLieccax;

- uHbopmaiiss 00 YCTaHOBJEHHBIX CeTeBBIX CEeCCHUSIX U OTKDPBITBIX CEeTeBbIX
ropTax;

- peectp OC (Tipy HaNMUMUUK);

- nHhopMalys 00 aTprbyTax 06beKTOB (PaiI0BOI CUCTEMBI;

- COCTaB YUeTHbIX 3alucen MoJib30BaTesien 1 Ux Ipas;

- aHa/IU3 3alUILeHHOCTH.

AHanu3 3alUIIeHHOCTA SIB/ISIeTCS TIPOLlecCOM u3yueHusi WHbopMmaimyd 006
aKTya/abHbIX ys3BUMOCTSX OC, cpeiCTB 3alluThl MHpOpMaliuu U mnpukiagHoro [10,
GyHKIMOHUPYIOIero B MH(MOOPMAaI[MOHHBIX pecypcax, BOB/IeUeHHbIX B KOMITbIOTEePHbBIN
WHI[A/IeHT.

K cBezseHusM, Mozjie)kaluM H3yYeHUI0 B XOJe aHa/lu3a 3aljUIleHHOCTH,
OTHOCATCS:

- CyILLeCTBYIOIMe pe3y/bTaTbl TIPOBEJleHUs MEepONpHUsATUN 10 aHaIu3y
3alUILIeHHOCTU MH(OPMAaLIMOHHBIX PeCypPCOB;

- ceteBasi KoHdurypaiusa OC, npukagHoro [10;

- TPYIIIIOBLIE TIOJUTHUKM Ge3oracHocty OC;

- yHKI[MOHA/TBbHBIE TTapaMeTphbl HaCcTpoeK MpukaagHoro I10, cayxb OC;

- COCTaB YCTAaHOBJIEHHBIX (HEYCTAaHOBJIEHHBIX) aKTyaJbHbIX OOHOBJIEHHI
6e3omnacHoctr OC, cpeAcTB 3alUTHI HHGOpMalK U TpuK/azHoro I10;

- COCTaB TMpOrpaMMHOTO M  ammapaTHoro  o0ecrieueHUWs]  37IeMEHTOB
MH(MOPMaI[MOHHOW WH(PACTPYKTYPhI, BOB/IEUEHHBIX B KOMITbIOTEPHBIA UHLIW/IE€HT;

- aHa/M3 ceTeBOro Tpaduka.

K cBefeHusiM, mofjexalliM H3y4YeHUI0 B XOZle aHajiu3a CeTeBOro Tpaduka,
OTHOCSTCS:

- KOmug ceTeBOro TpaduKa W/WIM ero (@parMeHTbl, 3a(MKCUPOBaHHBIE
cpeACcTBaMU 3anucu (aHaiu3a) ceTeBoro Tpaduka, W3 (B) cerMeHTa (CermMeHT)
JIOKa/IbHOW BBIYMC/IUTE/IbHOM CETH, B KOTOPOM PACIOJ/IOKEH 3/1eMeHT UH(OPMAaLIMOHHOM
MH(MPaCTPYKTYPhl, BOB/IEUEHHBIN B KOMITbIOTEPHBIN UHLIU/IEHT;

- KOMHS CeTeBOro Tpaduka U/vunu ero pparMeHThl, 3apKCUpOBaHHbIe CPeICTBOM
oOHapy>KeHUsI KOMITBIOTEPHBIX aTak (CUCTeMOi 0OHapyKeHHsI BTOP)KeHUH ) U UHBIMHU
CpeZCTBaMU BbIsIBJIeHUsI yTrpo3 6e30racHOCTH UHGOpMalU;

- CTaTUCTHUYeCKass U MHasi MH(OpMalys O TMOTOKax CeTeBOro Tpaduka Mexnay
3j1IeMeHTOM WH(GOPMAalIMOHHON UWH(PPACTPYKTYpPbl, BOB/IEUEHHBIM B KOMIIbIOTE€PHbBIN
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VHLUJEHT W BepOSITHBIM MCTOYHUKOM KOMIBIOTEDHOW aTaku, a TakKKe Mexay
3/71IeMeHTOM WH(OPMALIMOHHOW HH(PACTPYKTYpbl, BOBI€UEHHBIM B KOMITbFOTEPHBIN
VHLU/JEHT, U IPYTUMH C€TEeBbIMU YCTPOMCTBAMH JIOKa/IbHOW BBIYMC/IUTE/TLHOM CETH;

- CTaTUCTAYecKas U WHasg HWHQOpMalys O T[O0TOKaX CeTeBOro Tpaduka,
3auKCUpOBaHHas Te/IeKOMMYHUKaLIMOHHBIM obopyioBaHHEM W
criel[MaIM3MpOBaHHBIMU CpPe/ICTBAMU;

[ToTrokom ceTeBoro Tpacdvka cunuTaeTcss HAGOp ceTeBbIX KaZIpOB, MPOXOASIINX B
O/THOM HaripaB/ieHUM K OJJHOMY CeTeBOMY YCTPOWMCTBY B paMKax OJ[HOTO CeTeBOro
ceaHca.

- aHa/IM3 TIPOTPaMMHbBIX M MH(POPMAITMOHHBIX 00HEKTOB.

[Inst aHam3a TIPOrpaMMHBIX OOBEKTOB [IOMYCKAeTCS BBITIOMHATE CJIeAYIOIHe
TMpoLie1yphbl:

- obOparHasg pa3paboTKa WCMOJHSIEMbIX W OWHApHBIX (alloB IyTeM
au3acceM0/IMPOBaHMSl WX  MAIIMHHOTO KOJja, /JeKOMITU/ISLIMA  (BOCCTAaHOBJIEHUS)
MPOrpaMMHOr0 KOZAa [0 MCXOAHOro (MepBOHAYa/JbHOI0), MCIO0JIb30BaHUSI DPeXHUMa
OTJIaJIK TIPOTPaMMHOT0 KO/Ia;

- UW3ydeHUe TIOBe/leHUsl TPOTrPaMMHBIX OOBEKTOB W BUSHUS WX Ha Cpeay
(byHKIIMOHMPOBaHUs, (HailIoBYI0 CUCTEMY B aBTOMaTU3MPOBAHHOW 3aMKHYTOM CHCTeMe
(cpepnie) ripeBapyUTE/ILHOTO BBIMIOJIHEHUS TIPOTPaMM.

[Tpy ycTaHOBNEHUW TIPUUMH M YCJIOBUM BO3HUKHOBEHHUSI KOMIIbIOTEPHOTO
WHITU/IEHTA JIOITyCKaeTCs TIPOBOAMTHL HECKOJTBKO BU/IOB aHa/lM3a. Y POBEeHb WM TTyOuHa
MPOBOAMMOIO aHajaM3a 4acTO MOXXeT 3aBUCeTh OT TOCTaB/AeHHON B OpraHv3alyu
3a/jaum.

7. AHAJIN3 PE3YJIBTATOB OEATEJIBHOCTU I10 YTIPABJIEHWHO

KOMITBFOTEPHBIMU MHIIMIEHTAMMUA
7.1. OO611e ToJIoKeHUs

Cragusi «aHa/iu3 pe3yJ/bTaToOB [lesiTeIbHOCTH MO YIIpaBAeHUI0 KOMITbIOTEPHBIMU
WHIU/IEHTaMK» BK/TFOUaeT B ce0sl CieyIolifie 3Tarlbl:

- 1puoOpeTeHHe W HaKOIIeHWe OfMbiTa [0 pe3yabTaTaM yIIpaB/eHUs
KOMITbIOTEPHBIMU UHLA/I€HTaMU;

- pa3paboTkKa peKOMeHaliii TI0 yCTpaHeHHI0 B MH(OPMAIIMOHHBIX pecypcax
TIPUYMH U YCJIOBUM BO3HUKHOBEHHUSI KOMIIbIOT@PHBIX MHIU/IEHTOB;

- OLleHKa pe3y/bTaTOB M 3((eKTUBHOCTH pearupoBaHHs Ha KOMIIbIOTEPHbIE
WHIAJEHThI.

7.2. [IpuobpeTeHure U HAaKOIIJIeHUe OMbITa 10 pe3y/bTaTaM yrpaB/ieHUst
KOMITbIOTEPHBIMU WHIIA/I€HTaMHU

I[Tporjecc rpruoOpeTeHsT M HAaKOTUIEHHS OIMbITa SBJISIETCSI BaXKHON COCTABJISIOIIIEH
BeJleHUsl [leITe/IbHOCTH T10 YIPaBJeHUI0 KOMIbIOTEPHBIMU UHIUAeHTamu. [locie
3aBepIlieHNsT BCeX 3TallOB pearpoOBaHUs Ha KOMIIbIOTEPHbINM WHIUAEHT Ba)KHO, UTOOBI
opraHu3anuss TpuoOpesia ¥ HAKOMWIA OIBIT  YIIPAB/I€HUS  KOMITbIOTEPHBIMHU
WHI[A/IeHTaMHU.

[TpuoOpeTeHre ¥  HAKOIUIEHWe OIbITa I[10 pe3yJbTaTaM  yIpaB/ieHUS
KOMITbIOTEPHBIMU WHIA/I€eHTaMU TI03BOJISIET:
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- UAeHTUUIMPOBAaTh MeTOAbl U CIOCoObl OOHApy)KeHUsI W perucTpalun
KOMIIbIOTEPHBIX HWHLWJEHTOB M pearupoBaHUsl HAa KOMIIbIOTEDHbIE WHLIWEHTHI,
KOTOpble T[OKa3aiu CBOK 3((PeKTUBHOCTb B OTHOLUEHWM YK€  3aKPBIThIX
KOMIIbIOTEPHBIX UHLA/|€HTOB;

- fopabotaTh (aKTya/JvM3UpOBaTh) [JOKYMEHTALlMI0 B 4YaCTU YIIpaBJ/IeHUs
KOMITBIOTEPHBIMU WHLIUIEHTaMU, B TOM YKCJIe HacTosiee MeToanueckoe pyKOBOZCTBO
Y TJIaH pearupoBaHysi Ha KOMIIbIOTePHbIE UHLIAJEHTHI.

Bce usMeHeHus1 (KOPPEKTHPOBKH, JOTMOJHEHUS), MpeJjlaraeMble K BHECEHHIO B
I/IaH pearvpoBaHUsl Ha KOMIIBIOTEpHblE WHLU/EHTbl, OTHOCSIIMeCs K STaram
«0OHapy>KeHHWe U perucTpalyss KOMIbIOTePHBIX WHLUAEHTOB» W «pearpoBaHUe Ha
KOMIIbIOTEpHbIE WHIUJIEHTbI», AO/DKHBI OBITH HafjieXaluM o00pa3oM TpOBepeHbl U
MIPOTeCTUPOBaHbl, T.e. JO/DKHbI OBITH TIPOBe/IeHbl TPEHHPOBKHM TI0 OTpaboTKe
MEepOIIPUATHN TJIaHa PearupoBaHUsl Ha KOMITbIOTEPHbIE MHLIUAEHThl B COOTBETCTBUM C
nosoxkenusamu ['OCT P 59711.

7.3 Pa3paboTka pekomeH jalyii TI0 yCTpaHeHWI0 B MH(GOPMAaI[MOHHBIX pecypcax MpUYUH
Y yCJIOBUM BO3HUKHOBEHUSI KOMITbIOTEPHBIX MHLIW/IEHTOB

[To pe3ynbTatam pearpOBaHUsl HA KOMITbIOT€PHbIE UHL[UJEHTBI U YCTaHOBJIEHUS
MIPUUMH U YCJOBUM WX BO3HUKHOBEHUs cCjiefiyeT pa3pabaTbiBaTh PeKOMeHJAl[uu T10
yCTPaHEHUI0 B WH(OPMALMOHHBIX pecypcax TPUYMH U YCIOBUM BO3HUKHOBEHMS
KOMITbIOTEPHBIX UHLUEHTOB. Takre peKoMeHJali MOTYT BK/IFOUaTh:

- peKOMeHJalyy MO0 TMPUHSTHUIO JOTOJHUTE/IbHBIX Mep 3alluThl MH(OPMAaLUU B
COOTBETCTBUM C HOPMATUBHBIMU MPAaBOBBIMU aKTaMU U METOJUUYECKUMH [JOKYMEHTaMu
YIOJIHOMOUYEHHBIX (hefiepa/IbHbIX OpraHoB HCIoiHUTeNbHOM Biacth (PCh Poccum u
®CTOK Poccumn), B ToM uMcie [A0pabOTKy (akTyanu3aluio) W/Wad pa3paboTKy
JOKYMEeHTAl[i¥,  perjaMeHTUpYIoIlleld  BOMpOChl  obecrieueHusi  6e30IacHOCTU
OpraHu3alvy;

- peKOMeHJal[My MO TOBBILLIEHHIO 3allUILEeHHOCTH UH(POPMALIMOHHBIX PeCcypCcoB
OT KOMITbIOTEPHBIX aTak;

- peKOMeHJAalMM TI0 YCTPaHeHWI0 TeXHUWYeCKUX T[PUUYMH U  YCJIOBUH,
CTMOCOOCTBYIOIIUX TPOBEJEHHIO0 [1eCTPYKTUBHOTO BO3/eMCTBUSI HAa WH(GOpPMAaIMOHHbIE
pecypchl.

7.4 OueHka pe3ysibTaToB U 3()()eKTUBHOCTH pearvpoBaHMs HA KOMITbIOTEPHBIE
VIHLIA/|€HTBI

[Tocse 3aBepuieHUs BCeX 5TAllOB pearvpoBaHUsl Ha KOMIIbIOTEPHBIM WHLIAJEHT
criefyeT MPOBOAUTD OLI€HKY pe3yJ/ibTaToB U 3((eKTUBHOCTU MPeANPUHSTHIX JelCTBUM.

Takasi oLjeHKa HaripaBjieHa Ha TO, YTOObI Orpe/enTb, HACKOIbKO 3((eKTUBHbI
Te WM UHbIe TIPOLIeCChl M MPOLeypPbl pearupoBaHKs Ha KOMIbIOTEPHbIE UHLIW/EHTHI.

OueHKy pe3y/ibTaToB U 3(G(HEKTUBHOCTH [AeUCTBUM, MPeANPUHSTHIX Ha KaXKI0M
jTarle pearvpoBaHUsi Ha KOMITbIOTEPHBbIM WHIUJEHT, 1jeiecoobpasHO TPOBOJAUTHL B
OTHOLIEHWM KOMITBIOTEPHBIX HWHLAJEHTOB CO CpeJHUM, BBICOKUM W KPUTHYECKUM
VPOBHSMM BJ/IMSIHUS W Ha OCHOBAaHUM  3a/JOKYMEHTHMDOBAHHBIX  pe3y/bTaTOB
pearupoBaHusl.
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Takke, TIOC/ie 3aBepllieHWs] BCeX 3TarlOB pearpoBaHUs Ha KOMITbIOTEpPHbBIN
WHIIU/IEHT, 1]eieco00pa3Ho MPOBOAUTHL paboune COBeIaHUsI CO CrelaJucTaMu BCeX
ro/ipa3ZieJieHnii, yuaCTBYHOIIUX B /leITeTbHOCTH I10 YTpPaB/eHUI0 KOMITbIOTepHBbIMU
WHIUIEHTaMd Ha CTafusX «oOHapy)KeHWe W  perucTpalusi KOMITbIOTePHbIX
WHIU/IEHTOB» U «pearupoBaHre Ha KOMIbIOTePHbIe UHLIU/IeHThD».

Ha pabouem coBelljaHuH 11e/1ec000pa3HO 00CYAUTE C/IeAYIOI[He BOTTPOCHI:

- OLIeHKa [IOCTaTOYHOCTH U 3((PeKTUBHOCTU TIPOLIECCOB U  TPOLIeAYP
pearupoBaHusl Ha KOMITbIOTepHbIe UHI[UEHTHI, U3/I0>KeHHBIX B TIJIaHE;

- TIpeJ/IOKeHWs] TI0 BKJIIOUEHWIO B TUIAaH pearvpoBaHMs Ha KOMITbIOTEPHbIE
WHITU/IEHTHI IOTIOJTHUTE/IbHBIX TTPOLIeCCOB U TIPOLIeAYP, KOTOPble MOT/I Obl TTOBBICHUTH
3G heKTUBHOCTh JAeMCTBUM, BBITIOJNHSAEMBIX Ha CTafiUsIX «0OHapy>KeHWe W pervcTparus
KOMITbIOT@PHBIX UHLUZIEHTOB» U «pearupoBaHue Ha KOMITbIOTepHbIe UHI[UAEHThI»;

- TIpeAJIOKeHHsI TI0 WCIIOb30BAHUIO /IOTIOJTHUTE/bHBIX WHCTPYMeHTa/IbHBIX
CPeJCTB C Lie/bio TOBbIIeHUs 3¢ (eKTUBHOCTH pearupoBaHus ¥ YCTAaHOBJIEHUS TIPUUNH
W YC/IOBUM BO3HUKHOBEHHsI KOMITbIOTEPHBIX UHIIA/IEHTOB;

- orjeHKa 3¢ deKTUBHOCTH 00MeHa MH(bopMalieil 0 KOMIBIOTePHBIX MHIUAEHTaX
MeX/y BCEMHM CTOpPOHaMM, NPUHUMAKIIMMK ydyaCTHe Ha CTafusAx «0OHapyeHHe U
PErucTpalys KOMIBIOTEPHBIX HHIMJEHTOB» M «pearpoBaHHe Ha KOMIIbIOTEPHbBIE
WHIUIEHTDI».

OrjeHKa pe3y/ibTaToB W 3(hGdEKTUBHOCTH pearMpoBaHUsl Ha KOMITbIOTEPHbBIE
WHLIUJIEHTHI MOXKET OCYII[eCTBJISATHCSI HA OCHOBAHUU C/IeAYIOIINX TOKa3aTesei:

- cpefiHee BpeMsI TIPOBe/IeHHs TIPOBEPKH TTPU3HAKOB BO3MOYKHOTO BO3HUKHOBEHUS
KOMITbIOTEPHBIX UHI[UIEHTOB;

- cpefgHee BpeMsl OIpe/ieJieHUs] BOBJIEUEHHBIX B KOMITbIOTEPHBIM HWHIW/EHT
3/1eMeHTOB MH(POPMaI[MOHHOM UH(MPACTPYKTYPHhI;

- cpe/iHee BpeMsi JIOKaIM3al[ii KOMITbIOTePHBIX UHIIU/I€HTOB;

- cpe/iHee BpeMs BbISIB/IEHUS TIOC/IeICTBUIA KOMITbIOTEPHBIX UHLIWEHTOB;

- cpe/iHee BpeMsi JIMKBU/IALIWY TI0C/IeICTBUNM KOMITbIOTEPHBIX UHIIWJEHTOB;

- cpe/iHee BpeMsi pearipOBaHMs HA KOMITbIOTePHbIe WHITU/IEHTHI;

- TIPOLIEHT KOMITbIOTEPHBIX WHI[UZEHTOB, [Jis1 KOTOPBIX OBbLTM HapyIlleHbl CPOKH
BBITIOJTHEHUSI 3TATlOB pearpOBaHMSI.

8. OTBETCTBEHHOCTHB

TpeboBaHusi HacTOSIIIETO JOKyMeHTa 0Os3aTenbHbI /ISl BBITIOJTHEHUS BCEMHU
COTPYAHUKAMH aJMUHUCTPALIMA COTJIAaCHO Ha3HAUeHHbIM pOJIAIM U IO/DKHOCTHBIM
(TpyZoBbIM) 00513aHHOCTSIM.

COoTpy/IHUKH, HapYIIMBILIME TTOJI0XKEHHUsI HACTOSAIIETO JOKYMEHTa, TTPUB/IEKAFOTCS
K OTBETCTBEHHOCTH, YCTAaHOBJIEHHOM 3aKOHO/IaTe/IbcTBOM Poccutickoit Pesepariyu.

Hacrosiiee MeToanueckoe PYKOBO/JCTBO, B TOM UHC/Ie TpefyTrpexxaeHre 00
OTBETCTBEHHOCTH,  [JOBOAUTCS /0  BCeX  COTPYJHUKOB  TI0fi  POCIIUCH.
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[Tpunoxenue Ne 1
K MeTOJUUYEeCKOMY PYKOBO/ZCTBY

10 OpraHu3ali TeXHUYeCKUX
MepONpPUSITHAM, HallpaB/IEHHbIX Ha
TIpPOBe/ieHNe CTy’KeOHBIX POBEPOK TIPU
BO3HUKHOBEHHUU KOMITbIOTEPHBIX

VHIIA/IEHTOB

Tabmua 1

JKYPHAUJI Peructparyu uHiugeHTos b

Ne Bpewms u gaTa Bpewms u nata Onucanue Y4acTHUKH 3aTpOHYyThIe ITprunHbI BriBogbI 1
n/n oOHapy>xeHUsI 3aKpbITHS MHLM/EeHTa pearupoBaHus pecypcol PeKOMeH/aLiu 10
VHLIA/IeHTa VHLIA/IeHTa aZIMUHUCTpaL1 pe3y/ibTaTam
Y TIPOLIeCChl 3aKpbITHS
WHLIW/IeHTa
1
2
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[Tpunoxxenue Ne 2

K MeTOJUUYEeCKOMY PYKOBOZCTBY

T10 OpraHu3al[y TeXHAUeCKUX MePOIPUITUM,
HaTlpaBJ/IEHHBIX Ha IMPOBe/ieHre CTy>KeOHbIX
TIPOBEPOK TIPY BO3HUKHOBEHUU KOMITbIOTEPHBIX
VIHLIU/IEHTOB

Tabsura 2
[TIEPEUEHB TUIIOB COBBLITUI B

Ne Yposenb uniygenra b Tun cobeiTuii Ub
n/n
1. | ®usnyeckui YPOBEHb 1. ®wusmueckuii AOCTYI pabOTHUKOB Y UHBIX JIUL] B 3/1aHUSI U TIOMEIIEeHMST;
MH(OPMALHOHHOH 2. ®u3nuecKui JOCTyn pabOTHMKOB M WHBLIX JIML, K CPeACTBAM BLIYMC/IMTE/LHON TEXHMKU M KX
MHQPACTPYKTYpEI VICTI0/Ib30BaHUe;
3. Ucrnonp3oBaHue pabOTHUKAMHU M MHBIMH JIMLIAMHM YCTPOMCTB KOMMPOBAHUSI M MHOTO()YHKLIMOHA/IBHBIX
YCTPOWCTB;
4. VI3MeHeHMe TapaMeTpPOB HACTPOeK Cpe/CTB BBbIYMC/IMTENbHOM TEXHUKH, TeJeKOMMYHUKALIMOHHOIO
00opy/i0BaHus;
5. VI3MeHeHue MapamMeTpPOB HAcTpoeK 000pyJoBaHMs, obecrieunBaroiiero (pyHKLMOHHMPOBAHHE CPeJCTB
BBIUMC/IUTE/IbHON TeXHUKUY;
6. CObou U oTKabl B paboTe: CpeACTB BbIUMCIUTENbHOM TeXHUKH, TeleKOMMYHUKAIL[MOHHOTO
obopyoBaHusi, obopyaoBaHusi, obecrieunBaroIiero (GyHKIMOHUPOBAaHHE CPEJCTB BLIUUCIUTE/TLHOM
TeXHUKH, CPe/ICTB 3al{MThl MH(OpPMaLMK, CeTel repe/jaud JaHHbIX;
7. ®usnueckoe BO3ZJEUCTBUe HA Cpe/CTBa BbIYMC/IMTENBHOM TEeXHUKH, Te/eKOMMYHUKALIMOHHOe
obopyj0BaHue, Cpe/ICTBA 3aIUThl HHGOPMALIUH 1 CeTH Tepe/iauy IaHHbIX;
8. V3meHeHus mapaMeTpoB (PYHKLIMOHUPOBAHUS CceTell IiepefiauM JaHHbIX;
9. 3ameHa u (W11) MoAM(UKALIMS MPOrPaMMHBIX U (W/IM) arnmnapaTHbIX yacTel CpefiCTB BbIYMCIUTETbHON
TeXHUKH, TeJIEKOMMYHUKAL[HOHHOTO 000pyZ0BaHMS;
10. OcymiecTBneHue JeWCTBUHA C HOCUTeNsIMU MH(OpMaluy, B TOM YHWCe BBIHOC 3@ Tpejienbl
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KOHTPOJIMPYyeMOM 30HbI HOCUTe/Iel MH(pOopMaLu;

11. BbiHOC 3a ripesiesibl KOHTPOJIMPYEMOi 30HbI IEPEHOCHBIX CPE/ICTB BHIYMC/IUTEILHON TEXHUKH;

12. Vcnosib30BaHre NepeHOCHBIX CPEe/ICTB BHIUMC/IUTE/BHON TEXHUKY Ha TEPPUTOPHH OpPraHU3aLuy;

13. [Tepesaua cpe/iCTB BHIYUCIUTE/IBHON TEXHUKU MEXY CTPYKTYPHBIMU MO/pa3eneHUsIMHY;

14. [Tepemaua cpeAiCTB BEIYUC/IMTETLHOM TEXHUKH BO BHEIIIHME OpraHu3aliuy;

15. [TpoBeseHre pabOTHUKAMU W WHBIMU JMLaMu GOTO- U (WIKM) BUJEOCHEMKU B 3/IaHUSIX WU
TOMeLeHUsIX;

16. [TpoBesieHre MEPOTIPUSATH T10 JOCTYIY K TeJeBU3MOHHBIM CHCTEeMaM OXPaHHOrO Hab/rofeHus,

OXPaHHOM CUTHaNMU3al|K, CUCTeMaM KOHTPOJISI U YIIPaB/IeHHUs JOCTYIIOM;
17. CoObITHs, (opMHUpyeMbie Te/IeBU3MOHHBIMM CHCTEMaMH OXPaHHOTO HaOJIFOZieHHsl, OXpaHHOMN
CUTHa/IM3al{iy, CUCTeMaMU KOHTPOJISL Y YIIpaBJ/IeHHsl JOCTYIIOM;
18. Ocy1iecTBieHue AeHCTBUM C HOCUTeNSIMU UH(OPMalMM U CUCTEeMaMH, TO3BOJISIIOILMMU OCYLLeCTBUTh
¢bu3nyecKnii JOCTYN B 3/laHUsI U TIOMeIlleHusl.

YpoBeHb
obopyoBaHust

ceTeBOro

1.  V3MeHeHue TapamMeTpPOB HAaCTPOeK CeTeBOro 00OpY/Ji0BaHUSI M TPOrpaMMHOr0 oOecrieyeHust
ceTeBOro 000pyJOBaHMSI;

2.Vi3mMeHeHMe COCTaBa ¥ BEPCHUI MTPOrPaMMHOTO 00ecrieueHust CeTeBoro 000py/10BaHus;

3. ObHapyXeHHe aHOMa/IbHOW CEeTeBOM aKTUBHOCTWY;

4. AyreHTH(MKaLMs U 3aBepIlieHre ceaHca paboThl Ha CeTeBOM 000pY/J0BaHUM;

5. O0Hapy>keHHe BpPeZIOHOCHOTO KO/ia ¥ ero TpOsiB/IEHUH;

6. I3MeHeHMe TOTOIOTUM BBIUMC/IUTETbHBIX CeTel;

7. IlogkmroueHre 060pyIOBaHUSI K BLIUMC/TATETEHBIM CETSIM;

8.C6ou B paboTe rporpaMMHOTro obecriedeHusi CeTeBOro 000pyZOBaHNS;

9. O6HOB/IEHMEe TIPOTPaMMHOT0 0OecrieueHusl CeTeBOro 000pyJ0BaHMS;

10. BeirosiHeHMe oreparuii 1o TeXHUYeCKOMY 00C/Ty>KUBAHHUIO CeTEBOT0 000pY/I0BaHMS;
11. Vcriosib30BaHMe CPeAICTB aHA/IN3a YSI3BUMOCTeH ceTeBOro 000pyZoBaHus;

12. OTk/roueHre/iepe3arpysKa ceTeBoro 000pyZj0BaHus;

13. OO6Hapy>KeHHe aTaK THIA «0TKa3 B 00CTY)KUBaHUW»;

14. CveHa u (WIM) KOMIIPOMeTAlWsi ayTeHTU(PUMKAI[MOHHBIX J[aHHbIX, WCIOMb3YeMbIX [/ ZOCTyMa K
CeTeBOMY 000PYZI0BaHUIO;
15. Cbowu B paboTe cpe/iCTB 3aIUThI UHGOPMAILIUY;




26

16. V3meHeHMe rapamMeTpoB pabOThI CPE/ICTB 3al[UThI HH(MOPMALIWH;
17. 3amyck cpe/CTB aHanu3a TOMOJIOTUX BHIUUCIUTE/ILHOU CEeTH.
YpoBeHb CeTeBhIX 1. Upentudukanuys, ayreHTUMUKAIMS, aBTOPU3AIIHs U 3aBepIieHre ceaHca pabOTHUKOB M UHBIX JIUIL;
TIPUJIO’KEHUM U CePBHCOB 2. V3MmeHeHMe mapaMeTpPOB HAaCTPOEK, COCTaBa ¥ BEPCUI TTPOTPAMMHOTO 0becrieueHus;
3. O6Hapy)XeHue BPeJJOHOCHOTO KO/Ia U ero MPOsIB/IeHUH;
4. YcraHOBeHWe coeliHeHWH W 00pabOTKa 3ampocoB, B TOM UHC/Ie y/a/lleHHbIX, HA YPOBHE CeTeBbIX
TIPUJIO)KEHUH U CePBUCOB;
C6ou 1 0TKa3bl B paboTe CeTEBBIX MPUIOXKEHHUH U CEPBHUCOB,;
6. BbInosiHeHMe orepalyi, CBI3aHHBIX C SKCITyaTaldeld U aIMUHUCTPUPOBAHNUEM CeTeBbIX MPUI0KEeHUN
V1 CEPBUCOB;
7. OOHapy)XeHHe HeTUITMUHBIX (AHOMaJ/IbHBIX) 3aIPOCOB HA YPOBHE CETEBBIX MPUIOKEHUH U CEPBUCOB;
8. OTk/Ir0UeHue/Tiepe3arpy3ka UK MPUOCTaHOB/IEHHe PAOOThI CETEBBIX MPUIOXKEHUH U CEPBUCOB,;
9. BeinonHeHWe orepauyid MO TIPeJOCTaB/IeHUI0 [OCTyMa K WCI0/b30BAaHUIO CETEeBBbIX TMPUIOKEHUN U

19.

CepBHCOB, B TOM UKCJ/Ie UCII0/Ib30BAHHUIO 3H€KTPOHHOﬁ TIOYThI U CETH1 I/IHTepHET;

10. BoInosiHeHMe orepaljuu M0 apXMBHUPOBAHUIO /IaHHBIX CETeBbIX MPUI0XKEHUM U CepBUCOB, B TOM UHCIIe

JJAaHHBIX 3/IEKTPOHHOM MOYTHI;

11. Cbowu B ocyiriecTB/ieHUA 0OMEHOM COOOILeHUSIMU;

12. 3aBepiiieHNe/TIPUOCTAHOBKA BBITIOJTHEHUST CETEBBIX TIPUIOXKEHUH W CePBUCOB T10 OIIMOKE;

13. Pacnipoctpanenue u () c6op uHGOpMALMK C UCII0/IH30BaHHEM CEeTEBBIX TIPUIOKEHNI U CEPBHCOB;
14. BeinosiHeHWe ornepanyi €O CIMCKaMU PacChbUIKM U a[ipeCHbIMU KHUTaMU;

15. Hagenenue pabOTHUMKOB M (W/IM) WHBIX JIML] TIpaBaMH T10/Tb30BaTe/Isi KOHKPETHOTO 1TaKeTa CEPBUCOB, B

TOM UKCJIe CepPBHCOB M PecypcoB ceT VIHTepHeT;

16. Vicniosib30BaHue CpefiCTB aHa/Iv3a ysI3BUMOCTEU CeTeBbIX NPUIOXKEHUH U CepBHCOB;

17.CmeHa u (M11) KOMIIpOMeTal[Usl ayTeHTU(PUKAL[MOHHBIX JIaHHBIX, UCII0/Ib3YeMbIX [IJIsl OCYIeCTBAeHUs

AOCTYIIa K CeTEBBIM IIPUJIOJKEHHAM U CEPBUCAM;

18. Cbou B paboTe cpeAcTB 3alUThl UHOOPMALUH;

PacripoctpaHenune uHdopmalyu, rnobyxzaaroieii paboTHrKa coobiate UHGOpMalLuo, HeoOX0AUMYHO

AJI OCYILeCTB/IEHUA ,IIEI‘/JICTBI/II‘;I OT €ro MMeHH;

20.

PacripoctpaHenue wuHpopMaiuu, mnobyxzaaroijeii paboTHUKAa COBepIIMThL JAeWCTBUs (Tepexoj TIo

CChbIJIKe, OTKDBITHE BJIO’KEHUS, T.[.) He XapaKTepHYIO [I/isl INTaTHOTO peXXuma ero paboThl
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(HanpuMep, TpeOOBaHWSA TI0 COBEPIIEHUIO JEWCTBHM, KOTOpble OH paHee He
rosyuas/coBepiiian) M (WIM) KaHajda HMH(POPMAIJMOHHOTO B3aMMOJEMCTBUS, KOTOPbIM OH
WCTIO/b3YeT;
21. BHewHue Bo3gencTBUA U3 ceTU VIHTepHeT, B TOM UHMCJie CeTEBbIE aTaKy;
22. BblInosHeHWe orepaliyii cO CpeiCTBaMU KpHUIITOrpauueckor 3ai[ydThbl MH(POpMaLuM U
K/IF0UeBOM MH(OpMaluen;

23. BoigeneHve v Ha3HaueHHe poJieid, B TOM YKC/ie posieid, CBsI3aHHbIX ¢ obecrieueHreM UB.

YpoBeHb OrepariOHHbIX
CUCTEM

1.  AyrteHTudwuKalus U 3aBepileHre pabOTbl PAOOTHUKOB W WHBIX /ML, B TOM UHC/Ie Ha ypOBHE
CHCTEMHOTO TPOrpaMMHOr0 obOecrieyeHusi, CUCTeM YIIpaBjieHUs 0a3aMy [aHHBIX U TIPUK/IAZHOTO
IIPOrpaMMHOT0 obecrieueHusi, mporpammHoro obecrieuenust ICIT/IH (manee - I1O UC);

Vi3MeHeHue mapamMeTpoB KOHGUTrypaluu, coctaBa 1 Bepcuii [10 UC;

3anyck, ocTaHOBKA U (W/IM) OTK/II0YeHUe/mepe3arpyska 110 UC;

OO6Hapy>keHHe BpeIOHOCHOTO KO/Ia M €T0 TIPOSIB/IEHUI;

YcraHoB/ieHWe coeuHeHHH 1 00paboTKa 3arpocoB ¢ ucrosb3oBanueM 110 UC;

C6ou B pabote I10 UC;

BeoinonHeHue ornepaiyid, CBA3aHHBIX C IKCIIyaTaluei u agMuHucTpupoBanveM 110 UC;
OO6Hapy>keHHe HeTUIMUHBIX 3alpoCoB C ucnosb3oBaHuem [10 MC;

L ONU AW

C6ou 1 0TKa3bl B paboTe Cpe/ICTB 3alUThl UHPOPMAI[UH;
N3meHeHre mapameTpoB KOH(UTYpal[My CPe/ICTB 3alliuThl MH(OpMaL1K;
11. BeinosiHeHue orepaluii 1o TnpefoctaBieHuto goctyna k [0 MC u uHbOpMalMoOHHBIM

—
e

pecypcam, obpabaTbiBaeMbIM C Hcmonb3oBaHrem 10 UC;
12. BbimosHeHWe onepalyid [0  apXUMBUPOBaHHWIO, DE3ePBUPOBAaHUI0 U BOCCTAHOB/IEHUIO
vHbopMarny;
13.  3aBepmienue/npuoctaHoBka pabotsl [10 VIC o ommbke;
14. Wcnosp3oBaHue cpefcTs aHanmsa yassumocrei [10 UC;
15. CwmeHa u (1) KOMIpOMeTalusi ayTeHTU(UKALIMOHHBIX JaHHbBIX, UCTIOb3yeMbIX JJisl IOCTYTa K
10 UC, u nadopmaLoHHBIM pecypcaM, obpabaTbiBaeMbIM C Hcrosb3oBanueM 110 UC;
16. V3MmeHeHHe mapaMeTpPOB KOH(MUIypaluU CPe/iCTB 3all[UThl HH(MOPMaLWH;
17. Bnewmnue Bo3felicTBUe u3 cetu MiuTepHet Ha [10 UC;
18. Co3manue, yHUUTOXK€HUE WM W3MeHeHHe WHGOPMAIMOHHBIX PecypcoB, 0a3 JaHHBIX W (W/IM) UHBIX
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MacCHBOB UH(OpMaLUy;
19. KowmrmpomeTalusi ayTeHTU(PUKALIMOHHBIX JJaHHBIX U K/IFOUeBOW UH(OpMaluy;
20. DBbinonHeHWe orepaldid CO CpeJCTBAaMM KpUIITOrpaduueckoi 3allUThl
K/IF0UeBOU MH(opMalivel;

BriziesieHre ¥ Ha3HaueHWe PoJiel, B TOM UHC/le poJiel, CBSI3aHHBIX ¢ obecrieueHrem Mb.

vHpopMalud U




